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(M4 TR ) St

WRAR | O [ EERE [ XMorEn 1P it MR A D | VLAN #/iE
LSWI | g0/0/1 | LSW2 | g0/0/1 - 6 - HIF5 LSW2 4148 2% (iStack )
Lswi | g007 [ Lsw2 | g007 - 6 - TS LsW2 HEE S R (iStack)
LSW1 | g0/03 | ARI g0/0/4 | 192.168.10.1/24 2 VLANI0 YEHE I TTSE AR
LSW1 | g0/0/4 | AR2 g0/0/4 | 192.168.10.1/24 4 VLANI0 b T 26 AR2
LSWI | g0/0/5 | LSW3 | g0/0/3 |192.168.110.1/24 - VLANI110 VR AR ASHAL LSW3
LSWI | g0/0/6 [ LSW4 | g0/0/3 |192.168.120.1/24 - VLAN120 M AR ASHL LSW4
LSWI | g0/0/8 [ FWI 20/0/0 | 192.168.20.1/24 3 VLAN20 o 115 K S 3 M
LSWI | g0/0/9 [ FW1 g0/0/1 | 192.168.30.1/24 8 VLAN30 o 1B A Bt 3 py
LSW1 |[g0/0/10 | Fw2 20/0/0 | 192.168.20.1/24 9 VLAN20 o 1B Bt 3 M
LSW1 |[g0/0/11 | Fw2 g0/0/1 | 192.168.30.1/24 10 VLAN30 o 1B B -
LSWI [g00/13 | LSw2 | g0/0/13 - - - JiI T4 34 (CORE-mad)
LSW2 | g0/0/1 [ LSWI | g0/0/1 - 6 - HF15 LSW1 418 S 2% (iStack )
LSW2 | g0/0/7 | LSW1 | g0/0/7 - 6 - 5 LSW1 4148 2% (iStack )
LSW2 | g0/0/3 [ ARI g0/0/5 | 192.168.10.1/24 2 VLANI0 VEREH 1156 AR
LSW2 | g0/0/4 | AR2 g0/0/5 | 192.168.10.1/24 4 VLANI0 YRR TT3E AR2
LSW2 | g0/0/5 | LSW5 | g0/0/4 |192.168.130.1/24 11 VLANI130 VR A R ASHAL LSW5
LSW2 | g0/0/6 | LSW5 | g0/0/5 |192.168.130.1/24 11 VLAN130 VR A B ASHHL LSW5
LSW2 | g0/0/8 | FWI 20/0/2 | 192.168.20.1/24 3 VLAN20 1B B M
LSW2 | g0/0/9 [ FWI g0/0/3 | 192.168.30.1/24 8 VLAN30 o 115 K S -
LSW2 | g0/0/10 | Fw2 g0/0/2 | 192.168.20.1/24 9 VLAN20 o 11 B Bt 3 Ml
LSW2 |[g0/0/11| Fw2 g0/0/3 | 192.168.30.1/24 10 VLAN30 1B Bt 3
LSW2 |[g0/0/13 | LSWI | g0/0/13 - - - FIF4 K0 ( CORE-mad )

Table 1: #Z:LAc#ALIHFA R




(M4 TR ) St

WA | B0 | RS | A TP i PRI A ID | VLAN w/E
AR1 | g0/0/2 AR3 20/0/0 - - - HFEN M EAR3
ARI | g0/0/4 | LSWI g0/0/3 192.168.10.2/24 2 - FHES OB IR e B R 5
ARI | g0/0/5| LSW2 20/0/3 192.168.10.2/24 2 - RO E S RS
AR2 | g0/0/3 AR4 g0/0/1 - - - HAEN M E AR4
AR2 | g0/0/4 | LSWI g0/0/4 192.168.10.3/24 4 - FHE O b s M 258
AR2 | g0/0/5| LSW2 g0/0/4 192.168.10.3/24 4 - FHES O b B B S R
AR3 | g0/0/0 ARI g0/0/2 - - - HERENR AR
AR3 | g0/0/1 | hEppki e | el - - - BN 4
VRRP - CORE - 192.168.10.100/24 - - VRRP M54 Public X 15
Table 2: H MR
RSP | 0 | EERS | MIrED TP ik HE RS ID | VLAN #/iE
PC1 380 LSW3 20/0/1 - - VLANII10 | J&F VLAN110
PC2 g2 | LSW3 20/0/2 - - VLANII10 | J&F VLAN110
Asso 2= LSW4 g0/0/1 - - VLANI20 | J&F VLAN120
Boss 620 LSW4 20/0/2 - - VLANI20 | J&F VLAN120
WebServer [ N/A | LSW5 g0/0/2 | 192.168.130.10 - - Web IR 45-5¢
DataServer | N/A | LSWS5 g0/0/2 | 192.168.130.10 - - B R 45 5

Table 3: At -5 M55 Ardhid bk
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(M4 TR ) St

B AR AN xS a <l DOWIEF AR 1P Hiiht HHE A ID | VLAN Scghs
LSW3 20/0/1 PC1 350 - - - Access
LSW3 £0/0/2 PC2 8 5 - - - Access
LSW3 20/0/3 LSW1 20/0/5 - - VLANI110 Trunk
LSW3 g0/0/4 LSW2 - - - - -

LSW3 | g0/0/5~g0/0/7 | i Ak | Arden - - - B AL e v H
LSwW4 20/0/1 Asso 250 - - - Access
LSw4 £0/0/2 Boss 65 - - - Access
LSW4 20/0/3 LSW1 20/0/6 - - VLAN120 Trunk
LSW4 | g0/0/4~g0/0/7 | Hii Ak % | A0 - - - B A
LSWS5 g0/0/2 DataServer | Ajpr210 [ 192.168.130.10 - - Web IR &5 zaitihl
LSWS5 g0/0/2 WebServer | A0 | 192.168.130.10 - - DNS iR &zl
LSW5 £0/0/3 AP1 NorEEr - - - -

LSW5 20/0/4 LSW2 20/0/5 - - - -

LSW5 20/0/5 LSW2 20/0/6 - - - -

Table 4: HE AJZSCHALIH PR
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(M4 TR ) St

WP | B0 | SR | XN 1P Hiht: VLAN HUE
FW1 |[g0/0/0| LSWI g0/0/8 | 192.168.20.2/24 VLAN20 |t 11 b skl
FW1 |[g0/0/1| LSWI g0/0/9 | 192.168.30.2/24 VLAN3O |t [ dit 3 - il
FW1 |[g0/02| LSW2 | g0/0/8 | 192.168.20.2/24 VLAN20 |t 1B b skl
FW1 |[g0/03| LSW2 | g0/0/9 | 192.168.30.2/24 VLAN3O | 4 [ k% assE- il
FW1 | g0/0/4| Fw2 20/0/4 10.1.1.1/24 - F T4 s I e 2 55
FW1 | g0/0/5| Fw2 20/0/5 10.1.1.1/24 - F T4 s I e 2 55
FW2  |[g0/0/0| LSW1 | g0/0/10 | 192.168.20.3/24 VLAN20 |t 1B b skl
FW2  |[g0/0/1| LSW1 | g0/0/11 | 192.168.30.3/24 VLAN3O | 4 [ kG assE- il
FW2  |[g0/02| LSW2 | g0/0/10 | 192.168.20.3/24 VLAN20 |t [ b k-l
FW2  |[g0/03| LSW2 | g0/0/11 | 192.168.30.3/24 VLAN3O |t F 57 it 3 - fil
FW2 | g0/0/4| FWl 20/0/4 10.1.1.2/24 - F T4 s I e 2 55
FW2 | g0/0/5| FWwl 20/0/5 10.1.1.2/24 - FI T2 S R 5

Table 5: [ K ESH$hER
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(M2 T42) KPR E

WA AR WA RS WA R WA
AL 164 S5735 4 LSWI1, LSW2, LSW3, LSW4
£ B TPLINK TL-SG1008+ 1 LSW5
% H 2% 1£5 AR6120-S 2 AR1, AR2
Bi7 K disk 4654 USG6303E-AC 3 FW1, FW2
TeL Py e TP-LINK AX3000 1 AP
PC E%f’f;i}fdfwz/{?(l)o 4 PC1., PC2, Asso. Boss
PC Eﬂé\ﬁfﬁf&sﬁlgzﬁ{oj 1 DataServer. WebServer

SRS Pl T
4 WS RKER

4.1 iZ&EE
4 A T A BT P N BT, WA AN A 1 B B
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2

=4

(R TAY RBER

42 BEZDEHE RGE AR
42.1 HEHE RS
TEMAC L B IR Z A, IR . AT BB SR HE S b 1 stack-port 0/1 X 107 f) 4 B 11,
MR R AR 1 £ 3B ME S 1 stack-port 0/2 X AP T, B NIHES 4 AT,
L. i Y8 SR M S i 1 I A B, B s 1
* Til'E LSWI L35 1T g0/0/1, g0/0/7 AWy AL i 11, -0 A IR 912 5 HE B g 1

<HUAWEI> system-view

[HUAWEI] sysname LSW1

[LSW1] interface stack-port 0/1
[LSW1-stack-porte/1] port interface
Warning: Enablingstack function may
Continue? [Y/N]:y

Info: This operation may take a few
[LSW1-stack-porte/1] quit

[LSW1] interface stack-port 0/2
[LSW1-stack-port@/2] port interface
Warning: Enablingstack function may
Continue? [Y/N]:y

Info: This operation may take a few
[LSW1-stack-porte/2] quit

g0/0/1 enable
cause configuration loss on the interface.

seconds. Please wait.

g0/0/7 enable
cause configuration loss on the interface.

seconds. Please wait.

* PBCE LSW2 ik g5 H g0/0/1. g0/0/7 B o g 1, FFIN A BIAH R 1) 32 i M 28 g 1 o

<HUAWEI> system-view

[HUAWEI] sysname LSW2

[LSW2] interface stack-port 0/1
[LSW2-stack-porte/1] port interface
Warning: Enablingstack function may
Continue? [Y/N]:y

Info: This operation may take a few
[LSW2-stack-porte/1] quit

[LSW2] interface stack-port ©/2
[LSW2-stack-porte/2] port interface
Warning: Enablingstack function may
Continue? [Y/N]:y

Info: This operation may take a few
[LSW2-stack-porte/2] quit

2. FiEHES D FIMES S
R LSW1 WMERAL BN 200,

[LSW1] stack slot @ priority 200

g0/0/1 enable
cause configuration loss on the interface.

seconds. Please wait.

g0/0/7 enable
cause configuration loss on the interface.

seconds. Please wait.

Warning: Do not frequently modify the Priority because it will make the stack split.

Continue? [Y/N]:y
* BCE LSW2 i9ESE ID (B Slot) h 1.

[LSW2] stack slot © renumber 1

Warning: All the configurations related to the slot ID will be lost after the slot

ID is modified.

Do not frequently modify the slot ID
[Y/N]:y

Info: Stack configuration has been c
the configuration effective.

because it will make the stack split. Continue?

hanged, and the device needs to restart to make

15



(M2t TA2) EiRE

3. TGS L RS R A save a4, IRIFRCE(S B
4 P IR I B

* M LSW1, LSW2,

* JeRd LSWI, 46RF 2 P A A, EHIVLAEEE S LSW1 25, A3 LSW2,
S KrIOTCE S5 R [T display stack A AGHESRE, WBFEBWR:

[CORE]disp stack

Stack mode: Service-port

Stack topology type: Ring

Stack system MAC: 6012-3c9a-5ff0

MAC switch delay time: 10 min

Stack reserved VLAN: 4093

Slot of the active management port: --

Slot Role MAC Address Priority Device Type
0 Master 6012-3c9a-5ff0 200 S5735S5-S24T4S-A
1 Standby 642c-accl-5970 100 S57355-S24T4S-A

b RR THEERPRSER, AIEESE. SN iR RS MAC Hihk . MAC
YIS AER ] | B EE VLAN 0645 B O AR AL . &AL A0f 2 . MAC Hiht | 18
TR A, Horp, R4 0 (1 Priority 4 200, #8437 1 (%) Priority iy 100, 7E3a4Fpii{i
0 FL &4l N Master fi (0, 07 1 24 Standby fi (. FZIRINUT b s BEAS (FAIE S A DUs e A
FHIHE B

BCESEMUR , B BRI A N — S R 58, 28 B — 14, 358 CORE, )
NROHERE. TEIRERIICE D, LI CORE /N & 4K

4.2.2 BEE#Z O E B R Eth-Trunk THREFNEEO 1P it

I A R S O A U SR R 5 A IR 2 AR FE R W PR A I R GOk, AR S AT e A e]
Pk
l. A% Eth-Trunk1, FHT3%$#: AR1, FAIA Eth-Trunk R0 .

[CORE] interface Eth-Trunk 1
[CORE-Eth-Trunkl] mode lacp
[CORE-Eth-Trunkl] quit

[CORE] interface GigabitEthernet 0/0/3
[CORE-GigabitEthernet0/0/3] Eth-Trunk 1
[CORE-GigabitEthernet@/0/3] quit

[CORE] interface GigabitEthernet 1/0/3
[CORE-GigabitEthernet1/0/3] Eth-Trunk 1
[CORE-GigabitEthernet1/0/3] quit

2. Q#E Eth-Trunk2, FT3%#: AR2, FNIA Eth-Trunk iR,

[CORE] interface Eth-Trunk 2
[CORE-Eth-Trunk2] mode lacp
[CORE-Eth-Trunk2] quit

[CORE] interface GigabitEthernet 0/0/4
[CORE-GigabitEtherneto/0/4] Eth-Trunk 2
[CORE-GigabitEthernet@/0/4] quit

[CORE] interface GigabitEthernet 1/0/4
[CORE-GigabitEthernet1/0/4] Eth-Trunk 2
[CORE-GigabitEthernet1/0/4] quit

16



(M2 T42) KPR E

3. i Eth-Trunk3, FHT3%E4% FW1 (4MU), FEA0A Eth-Trunk 514210,

[CORE] interface Eth-Trunk 3
[CORE-Eth-Trunk3] mode lacp
[CORE-Eth-Trunk3] quit

[CORE] interface GigabitEthernet 0/0/8
[CORE-GigabitEtherneto/0/8] Eth-Trunk 3
[CORE-GigabitEtherneto/0/8] quit

[CORE] interface GigabitEthernet 1/0/8
[CORE-GigabitEthernetl/@/8] Eth-Trunk 3
[CORE-GigabitEthernet1/0/8] quit

4. ) Eth-Trunk4, JF&8 FW1 (1), FFNA Eth-Trunk G310,

[CORE] interface Eth-Trunk 4
[CORE-Eth-Trunk4] mode lacp
[CORE-Eth-Trunk4] quit

[CORE] interface GigabitEthernet 0/0/9
[CORE-GigabitEthernet0/0/9] Eth-Trunk 4
[CORE-GigabitEthernet@/0/9] quit

[CORE] interface GigabitEthernet 1/0/9
[CORE-GigabitEthernet1/0/9] Eth-Trunk 4
[CORE-GigabitEthernet1/0/9] quit

5. QI Eth-Trunk5, FHT3%4% FW2 (4MI), FEA0A Eth-Trunk 51420,

[CORE] interface Eth-Trunk 5
[CORE-Eth-Trunk5] mode lacp
[CORE-Eth-Trunk5] quit

[CORE] interface GigabitEthernet 0/0/10
[CORE-GigabitEthernet@/0/10] Eth-Trunk 5
[CORE-GigabitEtherneto/0/10] quit

[CORE] interface GigabitEthernet 1/0/10
[CORE-GigabitEthernetl1/0/10] Eth-Trunk 5
[CORE-GigabitEthernet1/0/10] quit

6. f# Eth-Trunk6, FT 4% FW2 (), FhA Eth-Trunk B 3E,

[CORE] interface Eth-Trunk 6
[CORE-Eth-Trunk6] mode lacp
[CORE-Eth-Trunk6] quit

[CORE] interface GigabitEthernet 0/0/11
[CORE-GigabitEtherneto/0/11] Eth-Trunk 6
[CORE-GigabitEtherneto/0/11] quit

[CORE] interface GigabitEthernet 1/0/11
[CORE-GigabitEthernetl1/0/11] Eth-Trunk 6
[CORE-GigabitEthernet1/0/11] quit

4.2.3 FeE#Z 0 EEE$H) VLAN IhgE

ST RS, A OHERE L IAERIBT LA T 24> VPN 554 : Private 5 Public, Ef1HAH
B, PRI SHMNNANRE BEE T ; AN LR ERCE 24 VLAN, JEEREA Eth #:10
BRI VLAN B, SR BRI S AR S i & miE s . AL T VLAN B, I8
£~ VLAN [t & VLANIF $2 114 TP Hbdil-.

L. fig VLAN Jf-lii & VLANIF #11,
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[CORE] vlan batch 10 20 30 110 120 130
[CORE] interface Vlanif 10

[CORE-V1anif1@] ip address 192.168.10.1 24
[CORE-V1anif1@] quit

[CORE] interface Vlanif 20
[CORE-V1anif20] ip address 192.168.20.1 24
[CORE-V1anif20] quit

[CORE] interface Vlanif 30
[CORE-V1anif30] ip address 192.168.30.1 24
[CORE-V1anif30] quit

[CORE] interface Vlanif 110
[CORE-V1anif110@] ip address 192.168.110.1
[CORE-V1anif110] quit

[CORE] interface Vlanif 120
[CORE-V1anif120] ip address 192.168.120.1
[CORE-V1anif120] quit

[CORE] interface Vlanif 130
[CORE-V1anif130] ip address 192.168.130.1
[CORE-V1anif130@] quit

- B #E Eth-Trunk ) VLAN 515
* Bi¥ Eth-Trunkl f721F VLAN10,

[CORE] interface Eth-Trunk 1
[CORE-Eth-Trunkl] port link-type trunk
[CORE-Eth-Trunkl] port trunk allow-pass
[CORE-Eth-Trunkl] quit

* fi*% Eth-Trunk2 214 VLANI10,

[CORE] interface Eth-Trunk 2
[CORE-Eth-Trunk2] port link-type trunk
[CORE-Eth-Trunk2] port trunk allow-pass
[CORE-Eth-Trunk2] quit

* g% Eth-Trunk3 foiF VLAN20,

[CORE] interface Eth-Trunk 3
[CORE-Eth-Trunk3] port link-type trunk
[CORE-Eth-Trunk3] port trunk allow-pass
[CORE-Eth-Trunk3] quit

* Mi*% Eth-Trunk4 214 VLAN30.,

[CORE] interface Eth-Trunk 4
[CORE-Eth-Trunk4] port link-type trunk
[CORE-Eth-Trunk4] port trunk allow-pass
[CORE-Eth-Trunk4] quit

* g% Eth-Trunk5 f21F VLAN20,

[CORE] interface Eth-Trunk 5
[CORE-Eth-Trunk5] port link-type trunk
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[CORE-Eth-Trunk5] port trunk allow-pass vlan 20
[CORE-Eth-Trunk5] quit

* Fil® Eth-Trunk6 723 VLAN30,

[CORE] interface Eth-Trunk 6

[CORE-Eth-Trunk6] port link-type trunk
[CORE-Eth-Trunk6] port trunk allow-pass vlan 30
[CORE-Eth-Trunk6] quit

* Fid'E Eth-Trunk7 21 VLAN130,

[CORE] interface Eth-Trunk 7

[CORE-Eth-Trunk7] port link-type trunk
[CORE-Eth-Trunk7] port trunk allow-pass vlan 130
[CORE-Eth-Trunk7] quit

BLE SEAn , it display vian ff2 & F VLAN BLEAGE, b EEWT .

[CORE]disp vlan
The total number of VLANs is: 8

U: Up; D: Down; TG: Tagged; UT: Untagged;

MP: Vlan-mapping; ST: Vlan-stacking;

#: ProtocolTransparent-vlan; *: Management-vlan;

VID Type Ports

1 common UT:GE@/0/2(D) GE@/0/5(U) GE@/0/6(U) GE@/0/12(D)
GE©/0/13(U) GE©/0/14(D) GE@/0/15(D) GE@/0/16(D)
GE®/0/17(D) GE@/0/18(D) GE®/0/19(D) GE®/0/20(D)
GE@/0/21(D) GE®/0/22(D) GE®/0/23(D) GE®/0/25(D)
GE©/0/26(D) GE@/0/27(D) GE©/0/28(D) GE1/0/2(D)
GE1/0/6(U) GE1/0/12(U) GE1/0/13(U) GE1/0/14(D)
GE1/0/16(D) GE1/0/17(D) GE1/0/18(D) GE1/0/19(D)
GE1/0/20(D) GE1/0/21(D) GE1/0/22(D) GE1/0/23(D)
GE1/0/24(D) GE1/0/25(D) GE1/0/26(D) GE1/0/27(D)
GE1/0/28(D) Eth-Trunk1(U)  Eth-Trunk2(U)  Eth-Trunkie(D)

Eth-Trunk20(D)
TG:GE1/0/12(U)
UT:Eth-Trunk3(U)

TG:GE1/0/12(U)
UT:Eth-Trunk4(U)

TG:GE1/0/12(U)
UT:GE@/0/24(U)

TG:GE1/0/12(U)

10 common
20 common

Eth-Trunk1(U)
Eth-Trunk5(U)

Eth-Trunk2(U)

30 common Eth-Trunké(U)

66 common

110 common TG:GE@/@/5(U) GE1/0/6(U) GE1/0/12(U)
120 common TG:GE@/@/6(U) GE@/0/12(D) GE1/0/12(U)
130 common UT:GE1/@/5(U) GE1/0/15(D)
TG:GE1/0/12(U)
VID Status Property MAC-LRN Statistics Description
1 enable default enable disable VLAN 0001
10 enable default enable disable VLAN 0010
20  enable default enable disable VLAN 0020
30 enable default enable disable VLAN 0030
66 enable default enable disable VLAN 0066
110 enable default enable disable VLAN 0110
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120 enable default enable disable VLAN 0120
130 enable default enable disable VLAN 0130

R B L SCRCEINETCS, U VLAN'EE B AR

43 EENE
A ZECE g, {95 &3] VLAN,
L g LSW3:

<HUAWEI> system-view
[HUAWEI] sysname LSW3

[LSW3] vlan batch 11@ // % VLAN110

[LSW3] interface GigabitEthernet @/0/1 // ELE## PC1 WO A Access # X, fHA VLAN11@
[LSW3-GigabitEthernet@/0/1] port link-type access

[LSW3-GigabitEthernet@/0/1] port default vlan 110

[LSW3-GigabitEtherneto/0/1] quit

[LSW3] interface GigabitEthernet @/0/2 // BLEi## PC2 M DN Access # X, A VLAN11@
[LSW3-GigabitEthernet@/0/2] port link-type access

[LSW3-GigabitEthernet@/0/2] port default vlan 110

[LSW3-GigabitEthernet@/0/2] quit

[LSW3] interface GigabitEthernet ©/0/3 // BE#H# LSW1 W H A Trunk # X, 2% VLAN11O
[LSW3-GigabitEthernet@/0/3] port link-type trunk

[LSW3-GigabitEthernet®/0/3] port trunk allow-pass vlan 110

[LSW3-GigabitEthernet@/0/3] quit

2. FitE LSW4.

<HUAWEI> system-view
[HUAWEI] sysname LSW4

[LSW4] vlan batch 120 // £ VLAN120

[LSW4] interface GigabitEthernet @/0/1 // ELE## Asso WD A Access X, A VLAN120
[LSW4-GigabitEthernet@/0/1] port link-type access

[LSW4-GigabitEthernet@/0/1] port default vlan 120

[LSW4-GigabitEthernet0/0/1] quit

[LSW4] interface GigabitEthernet ©/0/2 // ELEi## Boss M# U A Access X, fmA VLAN120
[LSW4-GigabitEthernet@/0/2] port link-type access

[LSW4-GigabitEtherneto/0/2] port default vlan 120

[LSW4-GigabitEthernet@/0/2] quit

[LSW4] interface GigabitEthernet 0/0/3 // WE&F# LSW1 83 0% Trunk # X, #.iF VLAN120
[LSW4-GigabitEthernet@/0/3] port link-type trunk

[LSW4-GigabitEtherneto/0/3] port trunk allow-pass vlan 120

[LSW4-GigabitEthernet@/0/3] quit

3. Ml E LSWS:

1R P 6y VLAN 66 £ G RBLE 69, & T2,
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<HUAWEI> system-view
[HUAWEI] sysname LSW5

[LSW5] vlan batch 130 // 4|z VLAN13@

[LSW5] interface GigabitEthernet ©/0/2 // E.E#*# DataServer HJ# H N Access R, Au
A VLAN130

[LSW5-GigabitEthernet@/0/2] port link-type access

[LSW5-GigabitEthernet@/0/2] port default vlan 130

[LSW5-GigabitEthernet@/0/2] quit

[LSW5] interface GigabitEthernet ©/0/3 // WE## AP1 WEE DA Access 3, A\ VLAN13®
[LSW5-GigabitEthernet@/0/3] port link-type access

[LSW5-GigabitEthernet@/0/3] port default vlan 130

[LSW5-GigabitEtherneto/0/3] quit

[LSW5] interface GigabitEthernet ©/0/4 // BE#H# LSW2 W H A Trunk # X, 2% VLAN130
[LSW5-GigabitEthernet@/0/4] port link-type trunk

[LSW5-GigabitEthernet@/0/4] port trunk allow-pass vlan 130

[LSW5-GigabitEtherneto/0/4] quit

4.4 BB H O M XHIE AT 8E
HEHRIEI AR, AR2, FEICA SR, B SERL T B th AR RERR A HE 1, L AL

CUZS

I 7 AR1 A% Eth-Trunk2, Ff00 AR R,

[AR1] interface Eth-Trunk 2
[AR1-Eth-Trunk2] undo portswitch
[AR1-Eth-Trunk2] mode lacp-static
[AR1-Eth-Trunk2] quit

[AR1] interface GigabitEthernet ©/0/4
[AR1-GigabitEthernet@e/0/4] Eth-Trunk 2
[AR1-GigabitEtherneto/0/4] quit

[AR1] interface GigabitEthernet ©/0/5
[AR1-GigabitEthernet@/0/5] Eth-Trunk 2
[AR1-GigabitEtherneto/0/5] quit

2. 7F AR1 LHE Dotlq & &5 1410 K IP Hihl, F445 VLANIO,

[AR1] interface Eth-Trunk 2.100
[AR1-Eth-Trunk2.100] ip address 192.168.10.2 24
[AR1-Eth-Trunk2.100] dotlg termination vid 10
[AR1-Eth-Trunk2.100] quit

3. AR2 5 ARI BB B L —H—FE, (U4 IP Mtk i & AN, 1F AR2 FA73 Eth-Trunk4,
FIMAR T,

[AR2] interface Eth-Trunk 2
[AR2-Eth-Trunk2] undo portswitch
[AR2-Eth-Trunk2] mode lacp-static
[AR2-Eth-Trunk2] quit

[AR2] interface GigabitEthernet ©/0/4
[AR2-GigabitEthernet@/0/4] Eth-Trunk 2
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[AR2-GigabitEthernete/0/4] quit

[AR2] interface GigabitEthernet ©/0/5
[AR2-GigabitEthernet@/0/5] Eth-Trunk 2
[AR2-GigabitEtherneto/0/5] quit

4. ¥£ AR2 Lt # Dotlq 445 T30 & 1P Mk, FH445 VLANI10,

[AR2] interface Eth-Trunk 2.100
[AR2-Eth-Trunk2.100] ip address 192.168.10.3 24
[AR2-Eth-Trunk2.100] dotlq termination vid 10
[AR2-Eth-Trunk2.100] quit

4.4.1 BB FH MNIFHIE A ThRE

TEMAP TR, B YEle BB KR IR R SR B4 1, SRS IO 4 11 R TP bkl , B AR 2 101
Ko 2 4 X

LY FWI1 R0 E R 0 5% X,

[FW1] interface Eth-Trunk 3 // ELE L CORE i o X IP Hiik (M)
[FW1-Eth-Trunk3] ip address 192.168.20.2 24

[FW1-Eth-Trunk3] mode lacp-static

[FW1-Eth-Trunk3] quit

[FW1] interface GigabitEthernet ©/0/0 // # Eth-Trunk3 W m N\ R#EH
[FW1-GigabitEthernet@/0/0] Eth-Trunk 3

[FW1-GigabitEthernet@/0/0] quit

[FW1] interface GigabitEthernet ©/0/2 // # Eth-Trunk3 W m Ak R #EH
[FW1-GigabitEthernet@/0/2] Eth-Trunk 3

[FW1-GigabitEthernet@/0/2] quit

[FW1] interface Eth-Trunk 4 // F.®E L5 CORE HHWE D K IP it (KM)
[FW1-Eth-Trunk4] ip address 192.168.30.2 24

[FW1-Eth-Trunk4] mode lacp-static

[FW1-Eth-Trunk4] quit

[FW1] interface GigabitEthernet ©/0/1 // # Eth-Trunk4 W m Xk R #EH
[FW1-GigabitEtherneto/0/1] Eth-Trunk 4

[FW1-GigabitEthernete/0/1] quit

[FW1] interface GigabitEthernet ©/8/3 // 7 Eth-Trunk4 ®fu k70
[FW1-GigabitEthernet@/0/3] Eth-Trunk 4

[FW1-GigabitEthernete/0/3] quit

[FW1] interface Eth-Trunk 1 // Fi®E FWl1 5 FW2 #F#EW#E O
[FW1-Eth-Trunkl] ip address 10.1.1.1 24

[FW1-Eth-Trunkl] mode lacp-static

[FW1-Eth-Trunkl] quit

[FW1] interface GigabitEthernet ©/8/4 // 7 Eth-Trunkl ™A\ 7 # 0
[FW1-GigabitEthernet@/0/4] Eth-Trunk 1

[FW1-GigabitEthernete/0/4] quit

[FW1] interface GigabitEthernet ©/0/5 // 7 Eth-Trunkl W ju Ak 57 5
[FW1-GigabitEthernet@/0/5] Eth-Trunk 1

[FW1-GigabitEthernete/e/5] quit

[FW1] firewall zone trust

[FWl-zone-trust] add interface Eth-Trunk 4 // ¥#E#EAME Eth-Trunkd e A4 X
[FW1-zone-trust] quit
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[FW1] firewall zone untrust

[FWl-zone-untrust] add interface Eth-Trunk 3  // ¥## S Eth-Trunk3 A dE 24 K
[FW1-zone-untrust] quit

[FW1] firewall zone dmz

[FWl-zone-dmz] add interface Eth-Trunk 1 // ¥ FWl 5 FW2 Z[al#y3 0 ip X\ DMZ X3
[FW1-zone-dmz] quit

2. FEFW2 FRCEH A 524X,

[FW2] interface Eth-Trunk 3 // BEL CORE #EEM# O K IP Huak (4MU)
[FW2-Eth-Trunk3] ip address 192.168.20.3 24

[FW2-Eth-Trunk3] mode lacp-static

[FW2-Eth-Trunk3] quit

[FW2] interface GigabitEthernet ©/8/0 // 7 Eth-Trunk3 = Au k7 #0
[FW2-GigabitEthernetoe/0/0] Eth-Trunk 3

[FW2-GigabitEtherneto/0/0] quit

[FW2] interface GigabitEthernet ©/0/2 // % Eth-Trunk3 = A\ k7 #0
[FW2-GigabitEthernet@/0/2] Eth-Trunk 3

[FW2-GigabitEthernet0/0/2] quit

[FW2] interface Eth-Trunk 4 // BEL CORE #EM# O K IP Hiak (AM)
[FW2-Eth-Trunk4] ip address 192.168.30.3 24

[FW2-Eth-Trunk4] mode lacp-static

[FW2-Eth-Trunk4] quit

[FW2] interface GigabitEthernet ©/8/1 // 7 Eth-Trunk4 = fu k7 #0
[FW2-GigabitEthernet@/0/1] Eth-Trunk 4

[FW2-GigabitEtherneto/0/1] quit

[FW2] interface GigabitEthernet ©/0/3 // 7 Eth-Trunk4 = fu )k 70
[FW2-GigabitEthernet@/0/3] Eth-Trunk 4

[FW2-GigabitEthernete/0/3] quit

[FW2] interface Eth-Trunk 1 // BE FW2 5 Fwl sy no
[FW2-Eth-Trunkl] ip address 10.1.1.2 24

[FW2-Eth-Trunk1l] mode lacp-static

[FW2-Eth-Trunkl] quit

[FW2] interface GigabitEthernet ©/0/4 // # Eth-Trunkl W m X\ R#H
[FW2-GigabitEthernet@/0/4] Eth-Trunk 1
[FW2-GigabitEthernete/0/4] quit

[FW2] interface GigabitEthernet ©/0/5 // FE Eth-Trunkl Hhn Agk 540
[FW2-GigabitEthernet@/0/5] Eth-Trunk 1
[FW2-GigabitEthernete/0/5] quit

[FW2] firewall zone trust

[FW2-zone-trust] add interface Eth-Trunk 4 // #Z#AWMH Eth-Trunkd fn\Za K3
[FW2-zone-trust] quit

[FW2] firewall zone untrust

[FW2-zone-untrust] add interface Eth-Trunk 3  // ¥Z /W E Eth-Trunk3 Jn A% 4 X
[FW2-zone-untrust] quit

[FW2] firewall zone dmz

[FW2-zone-dmz] add interface Eth-Trunk 1 // ¥ FW2 5 FW1l Z [E[&# 0\ DMZ X3
[FW2-zone-dmz] quit

4.5 B EEN M EKEE
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AN EE SR O EREAE P RS 4S, B ARL. AR2. FWI1., FW2, fE AT, T8
B B OHERES ARL, AR2 AUERE , 15 O EBFRENS I E LIS o8 s HYUGAE N EAZ D AERE [
PISANHIE ) VPN 32615 FW1, FW2 B9, 75~ VPN S| AT LG i 55 HE B K B o

4.5.1 7 HES EEE VRRP

fE AR1, AR2 [#(% VRRP, {li#54Z% EREREW M VRRP MU 1P bl % H2 % 2%
* Fil'E ARI:

[AR1] interface Eth-Trunk 2.100
[AR1-Eth-Trunk2.100] vrrp vrid 1 virtual-ip 192.168.10.100 //FiE VRRP & # IP Hidit

[AR1-Eth-Trunk2.100] vrrp vrid 1 priority 120 //#% & RouterA Byfk %%, #FIH R A Master
[AR1-Eth-Trunk2.100] quit

* BCHE AR2:

[AR2] interface Eth-Trunk 2.100

[AR2-Eth-Trunk2.100] vrrp vrid 1 virtual-ip 192.168.10.100 //FiE VRRP & # IP Hidit
[AR2-Eth-Trunk2.100] quit

4.5.2 B E AR1 1 AR2 BYER
1. ¥£ ARl FJl'® OSPF,

[AR1] ospf 100 router-id 1.1.1.1

[AR1-ospf-100] area ©

[AR1-ospf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 // ¥ CORE WM B KA
F| OSPF #

[AR1-o0spf-100-area-0.0.0.0] quit

[AR1-ospf-100] quit

2. £ AR2 IJit & OSPF,

[AR2] ospf 100 router-id 2.2.2.2
[AR2-0spf-100] area ©
[AR2-0spf-100-area-0.0.0.0] network 192.168.10.0 ©.0.0.255 // Y& CORE Wy W B kA

#| OSPF #
[AR2-0spf-100-area-0.0.0.0] quit
[AR2-0spf-100] quit

4.5.3 BLER NIHHEEH
L 7 FW1 - B A I

[FW1] ip route-static 0.0.0.0 0.0.0.0 192.168.20.1 // &T LiTHE, HABET —Bk}Y
CORE ¥y Public #H VLANIF20 #y IP Hbuit

[FW1] ip route-static 192.168.118.0 255.255.255.0 192.168.30.1 // T FATRE, HevH
4t VLAN11@ %, T —%kX CORE #y Private # T VLANIF30 Hy IP Hinf

[FW1] ip route-static 192.168.120.0 255.255.255.0 192.168.30.1 // * T T/TRE, HH
W4 VLAN120 W%, T —BkX CORE #) Private # O VLANIF3Q fy IP Hijl

[FW1] ip route-static 192.168.130.0 255.255.255.0 192.168.30.1 // T NTHE, H & H
4 VLAN13@ W4, T —3k% CORE # Private # T VLANIF30 Hy IP Hiit

24



(M2t TA2) EiRE

2. £ FW2 I B A B

[FW2] ip route-static 0.0.0.0 0.0.0.0 192.168.20.1 // MT LiTHE, BB ET—Bk}Y
CORE # Public # D VLANIF20 #y IP Hiyt

[FW2] ip route-static 192.168.118.0 255.255.255.0 192.168.30.1 // x T FATRE, HeH
W4 VLAN11e M4, T —3k% CORE ¥ Private # O VLANIF3Q #y IP Huit

[FW2] ip route-static 192.168.120.0 255.255.255.0 192.168.30.1 // x T FATHE, Hhih
3t A VLAN120 P{%%, T—3kA CORE #y Private # 1 VLANIF3@ H IP Hidl

[FW2] ip route-static 192.168.1308.0 255.255.255.0 192.168.30.1 // T TAT/RE, HH
34 VLAN13@ P{%%, T—3kA CORE #y Private # D VLANIF3@ H IP Hidt

4.5.4 BEEROEBRVER B

MDEERE RSB E L 2, ¥ KBS VPN 3241, 43 5J& Public 1 Private, Public i
TR Ay, Private I TEED; k3% e TRT, TFEACEAZOERE ERME, 2.0
SERERENE LIS AN s K o IO I 5 B XS BRI 28 4 F 3%, B A il G i 1B A o

l. ¥ CORE |8 VPN SZfi Public, 534320 1 #8 AYH% 1 FIERERT k8% 4T 932 D 485
%] Public,

[CORE] ip vpn-instance Public // £ Public
[CORE-vpn-instance-Public] ipv4-family
[CORE-vpn-instance-Public-af-ipv4] route-distinguisher 100:2
[CORE-vpn-instance-Public-af-ipv4] vpn-target 222:2 both
[CORE-vpn-instance-Public-af-ipv4] quit
[CORE-vpn-instance-Public] quit

[CORE] interface Vlanif 10

[CORE-V1anif1@] ip binding vpn-instance Public // ¥ CORE H I mAEME D VLANIF10 4]
£ ZE Public

[CORE-V1anifl@] ip address 192.168.10.1 24 // BEOgiE3 Public B, O LW IP 3

wap by, FEEHEE IP Mt
[CORE-V1anif1@] quit

[CORE] interface Vlanif 20

[CORE-V1anif20] ip binding vpn-instance Public // ¥ CORE ##E [y ki E4T 0 #y4 0 VLANIF20
HfEZE Public

[CORE-V1anif20] ip address 192.168.20.1 24 // FEEOHES Public B, #H LH IP M

LMk, FEENBRE IP Mk
[CORE-V1anif20] quit

2. X F EATHLE, 1€ Public HECEFSE M, B T —BHE 2 VRRP B IP,

[CORE] ip route-static vpn-instance Public ©.0.0.0 0.0.0.0 192.168.10.100 // &%
BT — k48 VRRP E L IP

3. %tFFAT, 7E Public "PCEERASEH, B N BB k% F4T VRRP 1 4L 1P
( VRID1 ),
[CORE] ip route-static vpn-instance Public 192.168.110.0 255.255.255.0 192.168.20.2 //

B Hdak 4 VLANIle P4, T —Bk#hm Fwl oy EATE D
[CORE] ip route-static vpn-instance Public 192.168.120.0 255.255.255.0 192.168.20.2 //
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B #3ik 4 VLANI20 F%, T —Bkdgm FWl #y EATH D
[CORE] ip route-static vpn-instance Public 192.168.130.0 255.255.255.0 192.168.20.2 //

H#Hisk A VLANI3e W%, T—#k#i Fwl oy bT# 0

4. T FATi &, 1 CORE 5 AR1. AR2 Z[ilizfT OSPF BMY, HIT AR1. AR2 %) F
55 R B A [ R B v 15 L

[CORE] ospf 100 router-id 1.1.1.1 vpn-instance Public

[CORE-ospf-100] area ©

[CORE-ospf-100-area-0.0.0.0] network 192.168.10.0 0.0.0.255 // & ARL. AR2 M
B XA E| OSPF

[CORE-ospf-100-area-0.0.0.0] quit

[CORE-ospf-100] import-route static // TE OSPF HE| N#AE W
[CORE-ospf-100] quit

S %F FATHiE, fE CORE LI VPN 524 Private, #5380 55 W 4% (43 10 A4 422 B
KEE AT O 985 3 Private, Private B B T — Bk m B Ak EE T 47 VRRP HE) IP
( VRID2 ),

[CORE] ip vpn-instance Private // 4|# Private
[CORE-vpn-instance-Private] ipv4-family
[CORE-vpn-instance-Private-af-ipv4] route-distinguisher 100:1
[CORE-vpn-instance-Private-af-ipv4] vpn-target 111:1 both
[CORE-vpn-instance-Private-af-ipv4] quit
[CORE-vpn-instance-Private] quit

[CORE] interface Vlanif 110

[CORE-V1anif11@] ip binding vpn-instance Private // ¥ CORE i##: VLAN1le My#:uo
VLANIF11@ #{& % Private

[CORE-V1anif11@] ip address 192.168.110.1 24 // FEOYEE Private B, #H E#H IP

Wt MR, FEEHRE IP Mt
[CORE-V1anif11@] quit

[CORE] interface Vlanif 120

[CORE-V1anif12@0] ip binding vpn-instance Private // ¥ CORE #4# VLAN120 H#H
VLANIF120 #fE % Private

[CORE-V1anif120] ip address 192.168.120.1 24 // BHEOH TR Private B, D Ly IP

AL AHMR, FEEHWLE IP Mt
[CORE-V1anif120] quit

[CORE] interface Vlanif 130

[CORE-V1anif13@] ip binding vpn-instance Private // ¥ CORE ## VLAN13e O
VLANIF130 %f€Z Private

[CORE-V1anif13@] ip address 192.168.130.1 24 // ¥HEOHEE Private B, O Ly IP

WA M, FEEHHRE IP iyt
[CORE-V1anif13@] quit

[CORE] interface Vlanif 30

[CORE-V1anif3@] ip binding vpn-instance Private // ¥ CORE ##:[j K3 T4T## 0 VLANIF30
YF % Private

[CORE-V1anif30] ip address 192.168.30.1 24 // B0 E S Private B, 0 LW IP M

HAHME, FEEFRRE IP Mt
[CORE-V1anif30] quit
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6. Y& Private "PECEBE I H, N—BE MBI kS R4 VRRP 2 B IP ( VRID2 ),

[CORE] ip route-static vpn-instance Private ©.0.0.0 0.0.0.0 192.168.30.2 // #H&¥ W
T—8kdEm Fwl BT THR

4.6 B EZ A TS

A EC E SRS , TR BEAGS: . BC B PCL A TP Mkt ol 192.168.110.10/24 , F3E
IAZOEERE VPN 324 Private PN 1) Vlanif110 #2210 ik 192.168.110.1 , %R ping AR1, AR2
A VRRP HEHL TP Mtk 192.168.10.100 , S0 LAY, QN Figure 5. WIHRARE, WIZEZ ping, #¢
FRIAREETAE o

Figure 5: {r BeEAG 5r 1

4.7 BL B H I RE
4.7.1 BLE H O M X8 BFD IfhgE
il '8 ARL Fl AR2 Z[6] %) BFD Jfig, F TR A 55 Bt B fih % OSPF B IS
1. Fil # 4 J5 BFD IhfiE,

[AR1] bfd // EEAJF BFD M F#AN4K BFD #HE
[AR1-bfd] quit

[AR2] bfd // ELEAJF BFD i F#AN4F BFD #HE
[AR2-bfd] quit

2. ¥£ AR1 L # OSPF [ BFD $5f:,

[AR1] ospf 100 // # A\ OSPF #LH
[AR1-0spf-100] bfd all-interfaces enable // #TJF OSPF BFD 4Fl:t#yJfx, #L BFD &%
[AR1-o0spf-100] quit
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3. Y& AR2 it & OSPF 1Y BFD $51k .

[AR2] ospf 100 // # )\ OSPF #HE

[AR2-0spf-100] bfd all-interfaces enable // 4JJf OSPF BFD 4MMJF %, # 3 BFD £iF
[AR2-0spf-100] quit

4. Fid'® BFD &%,

[AR1-ospf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000 detect-
multiplier 3
[AR2-0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000 detect-
multiplier 3

5. BF BFD 2.

[AR1] display ospf bfd session all
[AR2] display ospf bfd session all

ZAATE ARD ARSI o -
[AR1]disp ospf bfd session all

OSPF Process 100 with Router ID 2.2.2.2
Area 0.0.0.0 interface 192.168.10.3(Eth-Trunk2.100)'s BFD Sessions

NeighborId:1.1.1.1 Areald:0.0.0.0 Interface:Eth-Trunk2.100
BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8198 LocalIpAdd:192.168.10.3

RemoteIpAdd:192.168.10.1 Diagnostic Info:No diagnostic information

NeighborId:3.3.3.3 Areald:0.0.0.0 Interface:Eth-Trunk2.100
BFDState:up rx :1000 tx :1000
Multiplier:3 BFD Local Dis:8197 LocalIpAdd:192.168.10.3

RemoteIpAdd:192.168.10.2 Diagnostic Info:No diagnostic information
TER PRy Brpstat FBt, WR4 up , IR BFD S iEE .

4.7.2 B E B IR WA &

TEB K% L B LIS DIRE (& &), #fre ] k. FWI /E4 Master, FW2
YEH Slave,

L 7 FW1 LECESWIIAR, FWI FE& G4 H1E R Master,

[FW1] interface Eth-Trunk 3

[FW1-Eth-Trunk3] vrrp vrid 1 virtual-ip 192.168.20.2 24 active
[FW1-Eth-Trunk3] quit

[FW1] interface Eth-Trunk 4

[FW1-Eth-Trunk4] vrrp vrid 2 virtual-ip 192.168.30.2 24 active
[FW1-Eth-Trunk4] quit

[FW1] hrp interface Eth-Trunk 1 remote 10.1.1.2 // BENBD, HEHINHE
[FW1] hrp enable

2. F FW2 L EALIE, FW2 TE 4L E R Slave,
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[FW2] interface Eth-Trunk 3

[FW2-Eth-Trunk3] vrrp vrid 1 virtual-ip 192.168.20.2 24 standby
[FW2-Eth-Trunk3] quit

[FW2] interface Eth-Trunk 4

[FW2-Eth-Trunk4] vrrp vrid 2 virtual-ip 192.168.30.2 24 standby
[FW2-Eth-Trunk4] quit

[FW2] hrp interface Eth-Trunk 1 remote 10.1.1.1 // BENBD, BN HE
[FW2] hrp enable

BLELF 25, PRAFELE, B TWE L, I FWI 5. FW2 509 EHHL (B
KESFFHUEA, 255 /\%rlﬂ AL A XRS5 W, 7 R R AR INE R FFHLSE AR ), i
A DAWREZ RN B kK% Web 32 51 FP Y = AR A

REER
- ~
7% CPU 36% ) i 15% CFE REREE License
SN 102475290792
BHRS 02355FMF
EHER USG6300E V600R007C20SPCE03 FHER)
i FW1 [EH
WSS TEEh (3) [EE]
1=t i8]
RithEE 2025-01-07 20:52:03 (&
E{TRI 080 B 1 /8 37 54k
BE
Figure 6: Bij KIEAHLIAE (32, FWIL)
REER
-~ ~
10% CPU 363 mE 15% CF REREE License
SN 102458421626
B 02355FMF
xﬁzsrss USGB300E VE0OR007C20SPCE03

H#ER 2025-01-07 20:18:57
ETRHR 030 B 11 /at 41 458k
&=

Figure 7: Bl KRB (%, FW2)

4.7.3 Bt E DHCP fR& 2

DHCP R 55— AL BAEEA)Z L, (BRI N R o, I AFEAZ O AR L i
DHCP fIlR%#%, & VLANIF110 Fil VLANIF120 #2211 F % P i Be TP Mtk FrkH G P 285 350

1. Wi ® VLANIF110 42 [ (% DHCP ikt
* BE VLANIF110 $ 0F B9% 5 A2 Ok 3R TP kb AR S 48 250

[CORE] interface vlanif 110
[CORE-V1anif11@] dhcp select interface

[CORE-V1anif110] dhcp server gateway-list 192.168.110.1
[CORE-V1anif11@] dhcp server lease day 30
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[CORE-V1anif11@] dhcp server dns-list 192.168.130.10 // /M = # DNS i % ik
[CORE-V1anif11@] quit
2. Jit® VLANIF120 % [ () DHCP Hihl-it
* BCE VLANIF120 42 11K % P i A 11 Mk 3R ERC TP Mtk FAF G 25 S50

[CORE] interface vlanif 120

[CORE-V1anif120] dhcp select interface

[CORE-V1anif120] dhcp server gateway-list 192.168.120.1
[CORE-V1anif120] dhcp server lease day 60 // #H —M2UELHA TA
[CORE-V1anif120] dhcp server dns-list 192.168.130.10
[CORE-V1anif120] quit

fid B se iz 5, Bl PCL. PC2 N E sh3RECIP #ihk it 5 = (B ml il B [ 30350 DNS #bdk ), 28
F DHCP ikl b5 E.

* ffif] display ip pool A E DHCP Hihikjth it e B RS

[CORE] display ip pool

Pool-name : Vlanifile

Pool-No : 0

Lease : 1 Days © Hours © Minutes

Position : Interface

Status : Unlocked

Gateway-0 : 192.168.110.1

Network : 192.168.110.0

Mask : 255.255.255.0

VPN instance : Private

Conflicted address recycle interval: -

Address Statistic: Total 1253 Used 12
Idle 1251 Expired 10
Conflict o) Disabled :0

) used FEMAEL 2., WTEAE— G HLEE FAF 1P Huhk A1 DNS Huhk, #TLIE 219853 Be iy
oAk . figure

Internet HMUARA 4 (TCP/IPv4) BiE ¥

= =FEs

MBRESSHIEE, WEILIERMSINER IP 28, . FEEMF
EEHEERMHEESN P BE.

@ SHEE P HBHHO)
O EETES 1P HHHS):

....... i @ EENEE DNS BESAHE)
"""" (O A FEAI DNS RS SRHEtNE):

IBHATEER S =RV

PP b £ 1 )

Figure 8: PC1 H I3k TP #iuht 1 DNS AR 45wt
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4.7.4 BLE STP LU Bk M & R IR IR
2N Figure 2 47 523 B

Cloud1 ™\, _~ ‘\_,‘_,—— Cloud?2

[

CORE

u,l
\ Priate AP1
A////////f15W3 LS

N,

FW1

_\/_

PC1
PCZ DataServer

WebServer

Asso Boss

Figure 9: WA FME] (524

IIMTIBHARTNAL, I R 2R B RIE , A HAUA O ERES FW1, FW2 Z a4 iR, A
M, RFREAAEROERE . P kB DECE STP, sEn] LITHFRMZE Rk, T2 RSTP, MSTP
LRI P, BRI ZE FW2 i%4% Private 193 1 Ethd A HAY, Bl STP ML,

1. #£ CORE IJ3H STP f-He B4,

[CORE] stp enable // B STP #il
[CORE] stp mode stp // EE STP #A N7 STP

[CORE] stp priority @ // ¥ B CORE # STP %% @ (Hifk CORE A AARWF)
[CORE] quit

2. £ FW1 bJ3 0 STP Bl &k 564k
[FW1l] stp enable // B STP #hil
[FW1] stp mode stp // BLE STP #X hirE STP

[FW1l] stp priority 4096 // & FW1 ) STP & %N 4096
[FW1] quit

3. £ FW2 S0 STP e Bk 564k .
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[FW2] stp enable // B STP thil

[FW2] stp mode stp // BE STP # R 44z STP

[FW2] stp priority 8192 // % & FW2 # STP fR4&4%& % 8192
[FW2] quit

4. 7E FW2 BHZEFS o 1

[FW2] interface Eth-Trunk 4
[FW2-Eth-Trunk4] stp disable // £ STP DL Eth4 3O
[FW2-Eth-Trunk4] quit

4.7.5 AHOMXBELE NAT

HTFHMASPA ERTR, BT Bk 54, X—F 087 AR1 Al AR2 FBE NAT
Uige, ik . ACL, FSWLS LI FTP ALG YiRE.

L. & bk A1 ACL
* TE AR1 Vi B ki

[AR1] nat address-group 1 172.163.1.10 172.163.1.252
* TE AR2 Hc bk .

[AR2] nat address-group 1 172.163.3.10 172.163.3.252
* £ ARI f1 AR2 [ f]# ACL, DEFRTEZE L WAy P IEL -

[AR1] acl 2000

[AR1-acl-basic-2000] rule permit source 192.168.110.0 0.0.0.255
[AR1-acl-basic-2000] rule permit source 192.168.120.0 0.0.0.255
[AR1-acl-basic-2000] quit

[AR2] acl 2000

[AR2-acl-basic-2000] rule permit source 192.168.110.0 0.0.0.255
[AR2-acl-basic-2000] rule permit source 192.168.120.0 0.0.0.255
[AR2-acl-basic-2000] quit

* TE AR1 A1 AR2 R H 151 FH ACL 2000, {5 DT ) 1B A g sttt T DAeE FH skt o )
Hodik HEAT NAT F4f .
[AR1] int go/e/2

[AR1-GigabitEthernet@/0/2] nat outbound 2000 address-group 1 no-pat
[AR1-GigabitEthernete/0/2] quit

[AR2] int geo/e/3
[AR2-GigabitEthernet@/0/3] nat outbound 2000 address-group 1 no-pat
[AR2-GigabitEthernete/0/3] quit

2. il E NAT #Asmst
* 7 AR [FCE NAT FAS BT, STELAMNR P 3 s 11 88 1925 9 1P Hidik 172.163.1.9 15[n] 4
#F FTP/Web JIlR%5%§ .

32



(M2t TA2) EiRE

[AR1] int g@/e/2
[AR1-GigabitEthernet@/0/2] nat static protocol tcp global 172.163.1.9 21 inside

192.168.130.10 21
[AR1-GigabitEthernet@/0/2] nat static protocol tcp global 172.163.1.9 80 inside

192.168.130.10 80
[AR1-GigabitEthernet0/0/2] quit

* 7F AR2 [FCE NAT BASHRET, ST/ - 38 1 88 723 I TP Hiidik 172.163.3.9 15IR] 4
B FTP/Web IR 555 -

[AR2] int go/e/3
[AR2-GigabitEthernet@/0/3] nat static protocol tcp global 172.163.3.9 21 inside

192.168.130.10 21
[AR2-GigabitEthernet@0/0/3] nat static protocol tcp global 172.163.3.9 80 inside

192.168.130.10 80
[AR2-GigabitEthernete/0/3] quit

3. J¥Ji FTP f¥) NAT ALG i
[AR1] nat alg ftp enable

[AR2] nat alg ftp enable

4. HF NAT FEAFE S e i 45 55
4. £ AR1 F1 AR2 [ #5F NAT S0 FIe s w445

[AR1] display nat address-group 1
[AR1] display nat static

[AR2] display nat address-group 1
[AR2] display nat static

250 Figure 10 A1 Figure 11 Ur7x ( WR 11 ):
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[AR11disp nat address-group 1
NAT Address-Group Information:

Index Start-address End-address
1 172.163.1.10 172.163.1.252
Total : 1

[AR11display nat outhound
NAT Outbound Information:

Interface Acl Address-group/IP/Interftace

Tupe

GigabitEthernet®/0/2 2000 1

no—pat

Total : 1

[AR11disp nat static
Static Mat Information:
Interface GlgabltEthernet./0/2

Global IP/Port

Inside IP/Port
Protocol : 6(tcp)
YPN instance-name
Acl number

Vrrp 1id

Netmask : 255.255.
Description :

Global IP/Port
Inside IP/Port
Protocol : 6(tcp)
YPN instance-name
Acl number

Yrrp id
Netmask : 255.205.
Description :

Total : 2
[AR11

1 172.163.1.9/21(ftp)
: 192.168.130.18/21(ftp)

255 255

1 172.163.1.9/80(www)
: 192.168.130.18/80 (www)

255 2599

Figure 10: AR1 NAT il & 4%
[AR11disp nat address—group 1
NAT Address-Group Information:
Index End-address
1 172.163.1.10 172.163.1.252
Total : 1

[AR11display nat outbhound
NAT Outbound Information:

Start-address

Interface Acl Address-group/IP/Interface

Tupe

GigabitEthernet@/0/2 2000 1

no—pat

Total : 1
[AR11disp nat static
Static Mat Information:

Interface GlgabltEthernet./0/2

Global IP/Port
Inside IP/Port
Protocol : 6(tcp)
YPN instance-name
Acl number

Vrrp 1id
Netmask : 255.255.
Description :

Global IP/Port
Inside IP/Port
Protocol : 6(tcp)
YPN instance-name
Acl number

Yrrp id
Netmask : 255.205.
Description :

Total : 2
[AR11

1 172.163.1.9/21(ftp)
: 192.168.130.18/21(ftp)

255 255

1 172.163.1.9/80(www)
: 192.168.130.160/80 (www)

255 2599

Figure 11: AR1 NAT it & 2% 5
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4.7.6 5 N IEH) T VERT B B 14k

N FEIHLRE B TINA S TAER ] N ASRE VTR AR o R , 75 A Bl K% 1 C B I Y 22 4R
g, BPTAERSEBLN trust ANREVIA] untrust X8, SRBSHCE Q0T

X
FRoR: B AT LASE T SRR AU ofe DO S S B SRS . O [ SR AR EEE TV HETO RN
MR E47S do_not_play
fihis
g AL v
%
EEIIO] IR X IR trust v | [E#]
F 524 untrust v [®E
Tk HEHIX @) [_]employee x
H b X @ [ Internet
VLAN ID i A\VLAN ID <1-4094>
RrSiks @ RAr®@ any x [E2]
BEATA® any
A3t @ any x
%5 @ any
R any [Fi%]
FEGWRAL RN, & B ST SAIRBIIRE. hiest i
o &SR IR,
URL%M% any [Fi£]
Ihf ] B worktime -
fF i FiE JevF ® %t
Kk Rk @ Reset? /it Resetfli % & ICMP A AT ik
Hoft I (%) IR 5 -NONE; ickk HElg iyt HUE A doRk 203 HUE AL 2% Z AL [):NONE; FI5E SUI B 45 -

Figure 12: fit & JF T AR R B NASRE V5 1) 719
477 BEBiwmOLE

1 LSW4 I 45 Boss AT AR LR E i %4, AR IR A HEE B MAC Huhk Al L
ViR

Lk A% H25) Boss TR 2 M L B AT

[LSW4] interface GigabitEthernete/e/2

2. I O 2 A ThRE
[LSW4-GigabitEthernet@/0/2] port-security enable

3. FCEAGME MAC Mk, DUESHAS 2045 55— He 303%30 1 iR 1 MAC Mk
[LSW4-GigabitEthernet@/0/2] port-security mac-address sticky

4 VLR VIR MAC HBhEACES 1, B 1 — MR il DS SRz 1

[LSW4-GigabitEthernet@/0/2] port-security max-mac-num 1
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]
4.7.8 BLE Web fR5525 5 DNS AR 525

TEAS NZEICAS HL i L P AR 45 7% o EFF Apache24 1E R Web IR 55 %% , 1£4 BIND 9 /£ DNS
k55 %% . Apache FUFCE 40, 1 BIND [ EARECE +0 8 2, AR, 7EHAFREIT.

4.7.9 Fe E L& I HES

WAL AP, SRJ5 DITCE W45 2422 '8 O IC & 51T tplogin.cn ( TP-Link AX3000 ), RS,
BEBEHF AR TT

WA, HSEPRATI T, 2K, 1 AP FERRIU HA S, WICHE HAE s A HepL
FRIZITRE (9 3422 ] IO B8 5 18 3 11 1) B ping ANIE ), #EDUAE TARERRE N HAEVE i eh &8 0 H]
MHINE T EABA SR a0 E . A, WARAEAI AP (UGN, BTl Ak
ML EIL AP,

4.8 SLIG FRIG UL

G5 LR 300 F A S E A R (0 DB -
IR E HLAERST T DHCP 3] TP Hbh
DAY S L2 6 T LA A £

A 19 ML L 1P Bk T Web 2528

I AL AT DL 3844 17510 Web iR 5545 5

SN LT DA i 1 PO 5 10 I Wb R 262

P S HLAT LA 51 5

Ko il e 4 e

7 Jhil 4 4

Koo 4 TR0 UL £ /BFD (M b )s

s 224

Hop, S—0U55 / \WUEH C 2 RuEA 80, REA L5,

A I Al o

_
e

4.8.1 IMiBE
K N I EHLZ (8275 0T LA EAH ping i, X LA PC1 il Boss, PC2 Fil Asso i {5 A1) :
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. 10. 100

Figure 13: PC1 ping il Boss

Windows\system32\cmd.exe

Figure 14: PC2 ping il Asso

4.8.2 AMi71a] Web AR 55238
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EFHFEML Asso, £l 1P Hiht 192.168.130.10 $/i[h] Web #5575

@ ===mnd x  + v = X

< C A F=£| 19216813010

Figure 15: Asso i1t IP $J5[7] Web IR 55 %%

#1144 www.construction.com 5[ IR 5578

@ ==Emed x  + v = X

€« C A F== | construction.com

E CONSTRUCTION

2015
2025/1/6

&% @

Figure 16: Asso il 151 Web il 55 %

4.8.3 5pMif1a] Web AR5 2%
fEFAN ENL (HbhE R 172.163.5.1 ), @RS ESH9 M 1P 150 IR 55 4%
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2 HQuBTBCELIBNEBYTVWORUT a@ ™4 ~GT e # B R0

Figure 17: Asso i Vi) Web I 55 4%
XA T LA RH B A D& PN AR 22 [ 14 DX ek RIS o] S i3 B T 15, R Untrust X 380AT LA [R) DMZ
Xk, DMZ X3t n] PAj5[) Untrust X35,
4.8.4 NSMNMIF B R FIEIE,. NAT IS5 H O M 3% BFD I8iE

TIPSR EBL PCL XS EHLIEAT IS ping, NG AHMY EHL EFRINEL. &, S
shutdown A2 JT AR1 5 CORE (9344, 76 PC1 FWIEEK ping & BWIT, 1EAMNM EHL g
PZER | EHb R 75 20t NAT Bossde, LI F8) AL/

IBATIE AT
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W1 - ER
R REE BBV B0 EE0 BEH
D& =3 D8

Enter system view, return user view with Ctrl+Z.
[AR11disp ip int

[AR11disp ip interface br

[AR11disp ip interface brief

=down: administratively down

“down: standby

(1): loopback

(s): spoofing

(E}: E-Trunk doun

The number of interface is UP in Physical is 7
The number of interface is DOWN in Physical is 5
The number of interface is UP in Protocol is 3
The number of interface is DOWN in Protocol is 9

Interface IP Address/Mask Physical Protocol
Eth-Trunkl unassigned up down
Eth-Trunkl.100 unassigned up down
Eth-Trunk?2 unassigned up down
Eth-Trunk2.100 192.168.10.3/24 up up
GigabitEthernetd/0/2 172.163.1.2/24 up up
GigabitEthernetd/0/6 172.163.2.1/24 down down
GigabitEthernet0/0/8 unassigned down down
GigabitEthernetd/0/9 unassigned down down
GigabitEthernet0/0/11 unassigned up down
NULL® unassigned up up(s)
Vlanifl 192.168.1.1/24 down down
KGigabitEthernetB/0/0 unassigned down down

[AR11int Eth2.100
[ARL-Eth-Trunk?.100

[AR1-Eth-Trunk2.106T=

EESE 01:54:3 EFmalll 9600 8-N-1

Figure 18: ¥ ping A7
M Figure 18 HA] LLXREL )«
K ping %A Wi T ;
* shutdown ¥ii I ZH, tracert T2 iR [FIAEEIEZ0S T ARL, Hl 192.168.10.3
shutdown Yiif 1 Z i, tracert uu/\ R (AR AR R 255k AR2, B 192.168.10.2

— ot EAFRIEER . IEEERIT

Time Source Destinati Protocol  Length Info
1 ©.000000 172.163.5.5 224.0.0.5 OSPF 78 Hello Packet
2 4.666962 172.163.1.18 172.163.5.1 ICHP 74 Echo (ping) request 1d=exeeel, seg=210/5376@, ttl=123 (reply in 3)
3 4.667101 172.163.5.1 172.163.1.18 ICHP 74 Echo (ping) reply id=0x0001, seq=210/53760, ttl=128 (request in 2)
4 5.683867 172.163.1.18 172.163.5.1 ICHP 74 Echo (ping) request 0x0001, seq=211/54816, ttl=123 (reply in 5)
5 5.683985 172.163.5.1 172.163.1.10 ICMP 74 Echo (ping) reply 0x0001, seq=211/54016, ttl=128 (request in 4)
6 6.699094 172.163.1.10 172.163.5.1 ICMP 74 Echo (ping) request 0x0001, seq=212/54272, tt1l=123 (reply in 7)
7 6.699224 172.163.5.1 172.163.1.10 ICMP 74 Echo (ping) reply  id=0x0001, seq=212/54272, ttl=128 (request in 6)
8 7.714371 172.163.1.10 172.163.5.1 ICMP 74 Echo (ping) request id=0x0001, seq=213/54528, ttl=123 (reply in 9)
= 172.163.5.1 172.163.1.10 ICMP 74 Echo (ping) reply 0x0001, seq=213/54528, ttl=128 (request in 8)
8.729685 1. 5. i request 1d=0x@@01, seq=214/54784, ttl=123 (reply in 11)
-— 8.729797 172 163.1.18 ICMP 74 Echo (ping) reply 1d=6x0001, seq=214/54784, ttl=128 (request in 10)
12 9.445559 LCFCElectron 7@:e.. HuaweiTechno_29:6.. ARP 42 Who has 172.163.5.5? Tell 172.163.5.1
13 9.451436 iiauailachaeeR: 6.. LCFCElectron_70:e.. ARP 60 172.163.5.5 is at f4:de:af:29:69:81
14 9.746317 172.163.3.10 172.163.5.1 ICMP 74 Echo (ping) request id=0x0001, seq=215/55040, ttl=123 (reply in 15)
15 9.746449 172.163.5.1 172.163.3.10 ICHP 74 Echo (ping) reply  1id=exeeel, seq=215/5504@, ttl=128 (request in 14)
16 9.973989 172.163.5.5 224.9.8.5 OSPF 78 Hello Packet
17 10.760423 172.163.3.18 172.163.5.1 ICHP 74 Echo (ping) request $eq=216/55296, tt1=123 (reply in 18)
St AR 172.163.5.1 172.163.3.10 ICMP 74 Echo (ping) reply seq=216/55296, ttl=128 (request in 17)
19 11.775928 172.163.3.10 172.163.5.1 ICMP 74 Echo (ping) request 5eq=217/55552, ttl=123 (reply in 20)
20 11.776647 172.163.5.1 172.163.3.10 ICMP 74 Echo (ping) reply , seq=217/55552, tt1=128 (request in 19)
21 12.791385 172.163.3.10 172.163.5.1 ICMP 74 Echo (ping) request s5eq=218/55808, ttl=123 (reply in 22)
22 12.791517 172.163.5.1 172.163.3.10 ICHP 74 Echo (ping) reply seq=218/55888, ttl=128 (request in 21)
23 13.806943 172.163.3.18 172.163.5.1 ICHP 74 Echo (ping) request id=ex@e01, seq=219/56@64, tt1=123 (reply in 24)
24 13.807062 172.163.5.1 172.163.3.10 ICHP 74 Echo (ping) reply  id=ex@@@1, seq=219/56@64, tt1=128 (request in 23)
25 14.822179 172.163.3.10 172.163.5.1 ICMP 74 Echo (ping) request i seq=220/56320, ttl=123 (reply in 26)
26 14.822290 172.163.5.1 172.163.3.10 ICMP 74 Echo (ping) reply  id=0x@001, seq=220/56320, ttl=128 (request in 25)
27 15.837678 172.163.3.10 172.163.5.1 ICMP 74 Echo (ping) request id=0x0001, seq=221/56576, ttl=123 (reply in 28)
28 15.837808 s 172.163.3.10 ICMP 74 Echo (ping) reply 1d=0x0001, seq=221/56576, ttl=128 (request in 27)

Figure 19: ¥ ping AWt
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F CAWINDOWS\system32\emd. X  + v
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C:\Users\liao>ipconfig

Windows IP EZE&

PAAREERSE LAKK :

ERERSERN DNS E& 8
Ipvi ik : 172.163.5.1

FMEB : 255.255.255.0
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C:\Users\liao>ping 192.168.110.146
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