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o BLE LSW1 893k 4 2 g0/0/20. g0/0/21 A4 F & R

(=

<HUAWEI> system-view

[HUAWEI] sysname LSW1

[LSW1] interface stack-port 0/1
[LSW1-stack-port@/1] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW1-stack-port@/1] quit

[LSW1] interface stack-port 0/2
[LSW1-stack-port@/2] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW1-stack-port@/2] quit

o BLE LSW2 89 % 2 g0/0/20. g0/0/21 H 43 Ak

(=

<HUAWEI> system-view

[HUAWEI] sysname LSW2

[LSW2] interface stack-port 0/1
[LSW2-stack-port@/1] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW2-stack-port@/1] quit

[LSW2] interface stack-port 0/2
[LSW2-stack-port@/2] port interface
Warning: Enablingstack function may
interface. Continue? [Y/N]:y

Info: This operation may take a few
[LSW2-stack-port@/2] quit

2. BLEM A ID Fo3f 2R

o BLE LSWI1 893 B A B A 200,

[LSW1] stack slot @ priority 200

SmT, FAe NE| A8 R 69 8 B &

goe/0/20 enable
cause configuration loss on the

seconds. Please wait.

ge/e/21 enable
cause configuration loss on the

seconds. Please wait.

Sma, e NF| A8 R 69 18 A & oy

goe/0/20 enable
cause configuration loss on the

seconds. Please wait.

ge/e/21 enable
cause configuration loss on the

seconds. Please wait.

Warning: Do not frequently modify the Priority because it will make the

stack split. Continue? [Y/N]:y

. BLE LSW2 #93 & ID (BP Slot) # 1.

[LSW2] stack slot @ renumber 1

Warning: All the configurations related to the slot ID will be lost

after the slot ID is modified.

Do not frequently modify the slot ID because it will make the stack

split. Continue? [Y/N]:y

F S
A I

Info: Stack configuration has been changed, and the device needs to

restart to make the configuration effective.

3. EEGEE&LE, ERPFRETH N save 4, KRAERESE &
4. K HX &I B )

12
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« %M LSW1. LSW2,
o« REFLSWI, EHF 204 A4, B 43%’3“%@] LSW1 Z &, &3 LSW2,
5. AL E 45 R /£ F display stack 44T AHELIKRS, M2 84T

[CORE]disp stack

Stack mode: Service-port

Stack topology type: Ring

Stack system MAC: 6012-3c9a-5ff0

MAC switch delay time: 10 min

Stack reserved VLAN: 4093

Slot of the active management port: --

Slot Role MAC Address Priority Device Type
0 Master 6012-3c9a-5ff@ 200 S5735S5-S24T4S-A
1 Standby 642c-accl-5970 100 S57355-S24T4S-A

WMBRETTHE é’JJkMa B, LA B K B IEA AR E A S MAC A, MAC
et At ], HEAAR Y VLAN, & E 55 0 a8z, &AM 1269 A &, MAC #uht
KB AT L XA, ‘}i’-‘P, #8412 0 49 Priority 7 200, #&4% 1 9 Priority A 100, &£ 4%
PHEIZ 0 WAL R A Master A &, 442 1 4 Standby A &, 28I A £ & A8 5 RIEL
BRRFNF RN CITFHAE,

MCEZEME, MaEFdi— M SRS, B EER— MRS, tR50 CORE, FND
et ERZEHBCE, FFLA CORE fENIREHTT,

4.2.2 BB R T X3RN

R TIXZZ AL S3 EZEMTTER R TRILImIRE (W PC1), FEI RO RS HAhM LS X
BOEATIELE, 0 TR B R RERI 2 2, SRERT S3 M TEART VLAN MR SR E.
THITARCE S3 #YHEEA(F S VLAN:

[S3] sysname S3
[S3] vlan batch 10

# B2& Eth-Trunk %) CORE

[S3] interface Eth-Trunk 1

[S3] port link-type trunk

[S3] port trunk allow-pass vlan 10
[S3] mode lacp-static # & ZALACP
[S3] quit

[S3] interface GigabitEthernet 0/0/1
[S3] eth-trunk 1

[S3] quit

[S3] interface GigabitEthernet 0/0/2
[S3] eth-trunk 1

[S3] quit

# BEEEEANBO (PCL)

[S3] interface GigabitEthernet 0/0/3
[S3] port link-type access

[S3] port default vlan 10

13
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[S3] stp edged-port enable # W4&ixO, REFH X
[S3] quit

4.2.3 ieERSZ 2B I B X IR

55 a1 725 X A2 AL S4 T BN SUERRSS s f I & I (40 PC3), FHEid A5
TS H MM L XSO TIE R 0 TGRSR R 2 2k, FREX sS4 A TEAR) VLAN
PR EHCE, NHITIGICE S4 FIEASEM VLAN:

[S4] sysname S4
[S4] vlan batch 20 30

# B2 & Eth-Trunk %) CORE

[S4] interface Eth-Trunk 1

[S4] port link-type trunk

[S4] port trunk allow-pass vlan 20 30
[S4] mode lacp-static

[S4] quit

[S4] interface GigabitEthernet 0/0/1
[S4] eth-trunk 1

[S4] quit

[S4] interface GigabitEthernet 0/0/2
[S4] eth-trunk 1

[S4] quit

# BEEANKO (Server)

[S4] interface GigabitEthernet 0/0/3
[S4] port link-type access

[S4] port default vlan 20

[S4] stp edged-port enable

[S4] quit

# BEEZA®O (PC3)

[S4] interface GigabitEthernet 0/0/4
[S4] port link-type access

[S4] port default vlan 30

[S4] stp edged-port enable

[S4] quit

# BEEZEANBEDO (R_NEW)

[S4] interface GigabitEthernet @/0/5
[S4] port link-type access

[S4] port default vlan 40

[S4] stp edged-port enable

[S4] quit

4.2.4 BEEEZUEE A Eth-Trunk ThEEFNIZEDO 1P bk
5 B R B A OB S HAIS S AHEN Y F I R Akl ok,  DATRE & B 1+ D8 flm]

14
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1. B2 # CORE M %
[CORE] vlan batch 10 20 30 40

[CORE] interface Vlanif 10
[CORE] ip address 192.168.10.254 255.255.255.0
[CORE] quit

[CORE] interface Vlianif 20
[CORE] ip address 192.168.20.254 255.255.255.0
[CORE] quit

[CORE] interface Vlanif 30
[CORE] ip address 192.168.30.254 255.255.255.0
[CORE] quit

[CORE] interface Vlanif 40
[CORE] ip address 10.0.4.1 255.255.255.252
[CORE] quit

2. Bt ¥E FEth-Trunk 2| S3

[CORE] interface Eth-Trunk 1

[CORE] port link-type trunk

[CORE] port trunk allow-pass vlan 10
[CORE] mode lacp-static

[CORE] quit

[CORE] interface GigabitEthernet 1/0/1
[CORE] eth-trunk 1

[CORE] quit

[CORE] interface GigabitEthernet 2/0/1
[CORE] eth-trunk 1

[CORE] quit

3. B & Eth-Trunk %] S4

[CORE] interface Eth-Trunk 2

[CORE] port link-type trunk

[CORE] port trunk allow-pass vlan 20 30
[CORE] mode lacp-static

[CORE] quit

[CORE] interface GigabitEthernet 1/0/2
[CORE] eth-trunk 2

[CORE] quit

[CORE] interface GigabitEthernet 2/0/2
[CORE] eth-trunk 2

[CORE] quit

4. B.E CORE # v 3] R NEW

[CORE] interface GigabitEthernet 1/0/3
[CORE] port link-type access

[CORE] port default vlian 40

[CORE] quit

15
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43 BENBRLHE (S3, S4)
BNENE L, BB RE] VLAN, MAC 45,
1. AL HE S3:

[S3] dhcp enable
[S3] dhcp snooping enable
[S3] dhcp snooping enable vlan 10

# S/ LEBXE CORE B9 Trunk O
[S3] interface Eth-Trunk 1
[S3] dhcp snooping trusted
[S3] quit

# BBE PCl g0 L2

[S3] interface GigabitEthernet @/0/3

[S3] port-security enable

[S3] port-security max-mac-num 1 # R #iF1MACHhHt
[S3] port-security protect-action restrict # EFHEZ
[S3] quit

2. Bt & S4:

[S4] dhcp enable
[S4] dhcp snooping enable
[S4] dhcp snooping enable vlan 20 30

# SELBEF CORE B9 Trunk O
[S4] interface Eth-Trunk 1
[S4] dhcp snooping trusted
[S4] quit

# BCE Server IOXR2

[S4] interface GigabitEthernet 0/0/3

[S4] port-security enable

[S4] port-security max-mac-num 1

[S4] port-security protect-action restrict
[S4] quit

# B2E PC3 wmOAOXE

[S4] interface GigabitEthernet 0/0/4

[S4] port-security enable

[S4] port-security max-mac-num 1

[S4] port-security protect-action restrict
[S4] quit

4.4 OSPF IZHEIE
AR FRAHE B OSPF Area 0 fERNERE TIXIR, Area 1 fEHAMNIE ISP X5,

16
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1. /£ CORE LB E % B

[CORE] ospf 1 router-id 1.1.1.1
[CORE] area @

[CORE] network 192.168.10.0 0.0.0.255
[CORE] network 192.168.20.0 0.0.0.255
[CORE] network 192.168.30.0 0.0.0.255
[CORE] network 10.0.4.0 0.0.0.3

[CORE] quit
[CORE] quit

2. £ R NEW LB E R |

[R_NEW] sysname R_NEW

[R_NEW] interface GigabitEthernet 0/0/0
[R_NEW] ip address 10.0.1.2 255.255.255.252
[R_NEW] quit

[R_NEW] interface GigabitEthernet 0/0/1
[R_NEW] ip address 10.0.4.1 255.255.255.252
[R_NEW] quit

[R_NEW] ospf 1 router-id 2.2.2.2
[R_NEW] area @

[R_NEW] network 10.0.1.0 0.0.0.3
[R_NEW] network 10.0.4.0 0.0.0.3
[R_NEW] quit

[R_NEW] quit

3. ZR1 (o 1- %) LARRERE

X BRAE ISR FE LI EREBCA ] ospf cost SRR vRRP SEERTUREHIDIRE, HY5RM
ARG,

[AR2] interface Eth-Trunk 2
[AR2-Eth-Trunk2] undo portswitch
[AR2-Eth-Trunk2] mode lacp-static
[AR2-Eth-Trunk2] quit

[AR2] interface GigabitEthernet 0/0/4
[AR2-GigabitEthernet®/@/4] Eth-Trunk 2
[AR2-GigabitEthernet@/0/4] quit

[AR2] interface GigabitEthernet 0/0/5
[AR2-GigabitEthernet@/0/5] Eth-Trunk 2
[AR2-GigabitEthernet@/0/5] quit

1. ZR2(B v 2- %) LBLESE

[R2] sysname R2

[R2] interface GigabitEthernet @/0/@

[R2] ip address 10.0.3.1 255.255.255.252

[R2] quit

[R2] interface GigabitEthernet @/0/1

[R2] ip address 203.0.113.6 255.255.255.252

[R2] ospf cost 100 # *xx#: 8BS cost, {EN & B*x
[R2] quit

17
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[R2] ospf 1 router-id 4.4.4.4
[R2] area @

[R2] network 10.0.3.0 0.0.0.3
[R2] quit

[R2] area 1

[R2] network 203.0.113.4 0.0.0.3
[R2] quit

[R2] quit

2. £ R3 (ISP #4) LA E % &

[R3] sysname R3

[R3] interface GigabitEthernet 0/0/0

[R3] ip address 203.0.113.1 255.255.255.252
[R3] quit

[R3] interface GigabitEthernet 0/0/1

[R3] ip address 203.0.113.5 255.255.255.252
[R3] quit

[R3] interface GigabitEthernet 0/0/2

[R3] ip address 172.16.1.254 255.255.255.0
[R3] quit

[R3] interface GigabitEthernet @/0/3

[R3] ip address 8.8.8.1 255.255.255.0

[R3] quit

[R3] ospf 1 router-id 5.5.5.5
[R3] area 1

[R3] network 203.0.113.0
[R3] network 203.0.113.4
[R3] network 172.16.1.0 0.0.0.255
[R3] network 8.8.8.0 0.0.0.255

[R3] quit

[R3] ospf 1

[R3] default-route-advertise always
[R3] quit

1 0.0.0.3
1 0.0.0.3

4.4.1 BeEHOMXE BFD IhakE
BB R1 A R2 ZIAIAY BFD BHAE, FH T HRisis RER S it i & OSPF % HIUREL,
1. AL & 4 & BFD ik,

[R1] bfd
[R1-bfd] quit

[R2] bfd
[R2-bfd] quit

2. /£ R1 LBt & OSPF % BFD 41,

[R1] ospf 1080 // # N OSPF fL &
[R1-ospf-100] bfd all-interfaces enable // #TF OSPF BFD 4sMHIFAF X, 2
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i BFD RiF
[R1-ospf-100] quit

3. f£ R2 E®.E OSPF & BFD 4%,

[R2] ospf 100 // # N O0SPF 1 &

[R2-0ospf-100] bfd all-interfaces enable // #TFF OSPF BFD $FMBIF X, &
i BFD &iF

[R2-0spf-100] quit

4. BLE BFD %4 .
[R1-0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000
detect-multiplier 3

[R2-0spf-100] bfd all-interfaces min-rx-interval 1000 min-tx-interval 1000
detect-multiplier 3

LEEF, R1 A1 R2 Z[AEAH#S. T BFD 216, AJPA# A display bfd session ¥ & H BFD
TR

4.5 DHCP R S5HRSZ 23 E0E
4.5.1 CORE By DHCP Hh4ffiE

W

[CORE] dhcp enable
# 2RBEAD %
[CORE] dhcp relay server-ip 10.0.1.1 # M@ FWl A9 Trust #EQ IP

# £ Vianif EEB B

[CORE] interface Vlianif 10
[CORE] dhcp select relay
[CORE] quit

[CORE] interface Vlianif 30
[CORE] dhcp select relay
[CORE] quit

4.5.2 FW1 BiA3E £ DHCP BRSECE
I IRAE FW1 1Y Web-UT FH5ERK:
1. F#41%) M4 > DHCP > DHCP R % % > DHCP 3uitite,
2. #E Hat (VLAN 10):
Hohk % A7 VLAN10_Staff
M £ 192.168.10.0
# 25 255.255.255.0
M X:192.168.10.254
DNS Jk %% 8.8.8.8 (3 ISP # DNS)
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ik T8 192.168.10.100 %] 192.168.10.200
3. ## #Ahke (VLAN 30):

skl % AR VLAN30_Guest
M AL 192.168.30.0
25 255.255.255.0
M X:192.168.30.254
DNS R % % : 8.8.8.8
Hhk T8 192.168.30.100 %] 192.168.30.200

Haf& DHCP AR5 28 VIRECLAE Trust X EE A CGEEBRNINEH).

4.6 BAASE (FW1) BB ATHEERCE
4.6.1 IEOSKIHEE
1. FM43 Wi > o,
B & GigabitEthernet1/0/0 (to R_NEW):
424 K3 Trust
IP ¥3k: 10.0.1.1/ 30
%4 Xik: DMZ
IP 33k: 192.168.20.0/24
B & GigabitEthernet1/0/1 (to R1):
424 X 3% Untrust
IP 3.4k 10.0.2.2 / 30
Bt & GigabitEthernet1/0/2 (to R2):
424 X 3% Untrust

IP 34k: 10.0.3.2 / 30

C#E T C Rl HOEH ~ |[Ea Enes QA BEEE

Figure 6: 77 K 354% v Bt &
4.6.2 B3 A3ERY OSPF BRE

[FW1] ospf 1 router-id 6.6.6.6
[FWl-ospf-1] area 0
[FWl-ospf-1-area-0.0.0.0] network 1

0.0.1.9 0.90.0.3
[FWl-ospf-1-area-0.0.0.0] network 10.0.2.0 0.0.0.3
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[FWl-ospf-1-area-0.0.0.0] network 10.0.3.0 0.0.0.3
[FWl-ospf-1-area-0.0.0.0] quit

[FWl-ospf-1] quit

[FW1] quit

4.6.3 REHME (ML)
FAE] R > AR,
T Rk

4 #%: Trust_to_Untrust_Allow
IR X 3% Trust

B 49 X 3%: Untrust

TR HeHE: Any (2 192.168.0.0/16)
B 69 %bhk: Any

IR % Any

) 4E: Permit

Figure 7: % & R & BL &

4.6.4 SNAT (i& NAT) 5% (W L)
FA4LE] Rk > NAT % > )R NAT,

L= S

B X 3% Trust

B &9 X 3 Untrust

JRHIE: 192.168.0.0 / 16 (& ZFTH N F VLAN)
B 49X ht: Any

FAE:  NAT

A X B ot GXAFAE A R NAT s R14& 2 IP, & R2 3t NAT A& R2 # 2 IP).
EFE: XREFWI 9402 10.0.2.2 42 10.0.3.2, XL RRZF I Pkt R IP,
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HUAWEI
USGS305E

- B mas
="
« SRARS
- R
« AR
v 1 N
« AT
- mEn
> G SR
» mEnEE
> R ETNE
R s
> o wERE
BCE=
B AsPRE
i

= =
Figure 8: NAT R &AL &

BALRIE G B KXITE94EIF, FW1 £ RI/R2 25, SNAT & MM K.

FW1 (Web-UI): Trust -> Untrust (192.168.x.x -> 10.0.2.2/10.0.3.2)

R1/R2 (CLI): & & &% —k NAT (192.168.x.x -> 203.0.113.x)
A fEB P A, /&£ R1/R2 LB E SNAT :

[R1] acl 3000

[R1-acl-adv-3000] rule S5 permit ip source 192.168.0.0 0.0.255.255
[R1-acl-adv-3000] quit

[R1] interface GigabitEthernet 0/0/1

[R1-GigabitEthernet®/0/1] nat outbound 3000
[R1-GigabitEthernet@/0/1] quit

[R2] acl 3000

[R2-acl-adv-3000] rule S5 permit ip source 192.168.0.0 0.0.255.255
[R2-acl-adv-3000] quit

[R2] interface GigabitEthernet @/0/1

[R2-GigabitEthernet®/0/1] nat outbound 3000
[R2-GigabitEthernet@/0/1] quit

FW1 _fJ SNAT (Web-Ul): (41 _EFFA) Trust -> Untrust, J5: 192.168.0.0/16, #h{E: NAT (Hi#z 1
k),

4.6.5 SYE5in) IR ECE

FALE R > B A

2 B A AL

4 #&: Work_Time

£A: B

EH: Ak F— 2 A&

B 8] 08:00:00 2] 17:00:00

FALE] R > RAR %,

478 Z AT #9 Trust_to_Untrust Allow % %
FBHuhk: £ A 192.168.10.0/24 (X i T IX)
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B 1] B 4% Work Time
I —F RS (RE5/17E2XTL):
% #R: Server_Guest_Allow
& X 3% Trust
B &9 X 3&: Untrust
rehk: (8] — AN Hehb2E 6,5 192.168.20.0/24 A= 192.168.30.0/24)
#H4E: Permit
I RIEHES] Work_Time SRI& R 77,

RfiElER worktime o

i — FREAT AR -
any

s NONE, A (BERIH:NOT . LT
workiime

MONE {348 NONE; APT
g1 mE1 @

Figure 9: 7B 37 7] R & BL &

4.7 WERIRS 230906 E

P EEIRAE AR S0 R B S 1P Ml 192.168.20.50/24 , 7824 Web fIRSS 88, FTP RS
SRS es A, RSP AL AP SCEI LR A IIRE,

-3 =
i"‘siﬁfﬁmﬁ* .
8] 57 sk oy

B 1R 1102710995 < v

202
%ﬂmﬂ: IdeaCentre mﬂmooaam {
N TS \ 1(:-\2
: N\
»

Figure 10: % %2 ¥ 69 Raspberry Pi 4B R % %
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4.7.1 B2E Web R53 23
I IR Z2E T EndeavourOS 34t, {4 Apache fEN Web iS5 45, ECEAIRUIT:

1. %3 Apache:
sudo pacman -Syu apache
2. & #JFi% E Apache FFHLA /5 :

sudo systemctl start httpd
sudo systemctl enable httpd

3. BLE K K¥GAH HTTP 2 :
sudo ufw allow 8@/tcp

4. MX Web IR %55 : AR HE P AMEIR IP Xt http://192.168.20.50 , L5 %
Apache 892N @, N &7 Web IR % /& 5 i T

5. %MW : ¢ A Httrack ¥ www.nudt.edu.cn MW 454 T % 2] /var/www/html B & TF,
H 3B IN Y index. html XA

24
1Pv4 pg%: 192.168.30.254

i

e

AHASEE Pv6 dBlE:  fe80:5961:6308:f6ed:9fa73%611

IPv6 DNS ARSS&: fec0:0:0:ffff:19%61
fecO:0:0:ffff:2961
fecO:0:0:ffff:3%1

Figure 11: Web fR %% W @

4.7.2 B0E FTP RSB
TEM IR _EZ2E5FFRCE vsfipd 1EN FTP iRSS 48, S IRATR:
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—_

. &3 vsftpd:

sudo pacman -Syu vsftpd

B

J& & iR E vsftpd FFALA J&

sudo systemctl start vsftpd
sudo systemctl enable vsftpd

w

. BLE K3 AF FTIP A=

sudo ufw allow 21/tcp

=

. BLE vsftpd: ZMAFHCE XA /etc/vsftpd.conf , AAFRVAT A Ak E#HIX E -

anonymous_enable=NO
local_enable=YES
write_enable=YES
chroot_local_user=YES

5. ¥ & vsftpd JR H-1& Be & £ 2

sudo systemctl restart vsftpd

New [ab

> 1107 KiB . 194 K1
-1-aarch64 ¢

- “ysftpd-3.0.5 st
5 checking keys in K v

| ((}ﬁ] checking package ‘r{tegrlty

b (1/1) loading package fil esﬂl R
(1/1) checking for file con ic
(1/1) checking available disk space
*: Pro a N

B (1/1) installing vsftpd

™" Optional dependencies for vsftpd

logrotate [installed]

adin system manager configuratiof
g ConditionNeedsUpdate... k
1$ sudo vim /etc/vsftpd.conf
4 1$ sudo systemctl start vsftpd
ry4 ~]$ sudo systemctl status vsftpd
- vsftpd daemon
ded (/usr(1Lp/systemd/system/vsftpd.service; disabled;
ning) since Wed 2025-10- 114 £
?69§€c320aa8ead®amca3431f6 ST :14:28 CST; Ss ago
Vs p )

preset

:m.shce/vsftpd -Service
vsftpd

raspberr
rry4 s ¥4 systemd[1];

Starteq vsftpd daemon

Figure 12: FTP IR 4 TAE k&

1. MK FTP IR %% : 10 FTP & F 55545 2| E k09 IP dht 192.168.20.50 , FF1% F
AR P LA B # TR o
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<FTPd 3.0.5)

= )0 Always in UTF8 mode.
el 7 (192. 168. 20. 50: (none)) - .

Figure 13: FTP & 1%,
HTREIREEITE T SSH ARSS, FrlAnl DMER SFTP WS T A& Hi 58 9 77 {8,

(gh0sT@raspberrys ~13 1s
[gh0sT@raspberrys 13
ogout

Connection to 192.168.

FioEsE Ve B
1Pv6 DNS BBS3E:

Figure 14: SFTP 4% %y 3%,

4.7.3 ECEBPFARSS 28

ANHEEAMARS B N NEHIFEER (HEH chengjingyuahifuu.ink X EH
B hifuu.ink NEDAFHES), WG S5 PREEHEREHA RS 48815 (B ik
2 sccanudt.cc , WIUGHINED mait.nudt.cc ), IXBIEFETEM EIR_EFHE poste.io BifF I T HIE
%B%‘O

1. 4% Docker:

sudo pacman -Syu docker
sudo systemctl start docker
sudo systemctl enable docker

o> B2
.

2. 323 poste.io B HF BT EH
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sudo docker run -d \
--name mailserver \
-p 25:25 -p 8080:80 -p 443:443 -p 587:587 -p 993:993 \
-v /path/to/data:/data \
analogic/poste.io

3. BLE By KIG A R4 Kok 2 =

sudo ufw allow 25/tcp
sudo ufw allow 587/tcp
sudo ufw allow 993/tcp

4. 715 poste.io 49 Web F @ st ATHRFABL H . A XIS P http://192.168.20.50 , #%
MBI IR G YR 2 Al A K P 4 3,
5. MFXWRHHIR 4% : /& posteio BLE € AGuR A MK P, R E Ao M X b 4

192.168.20.50:

& | network@nudt.cc

==

¢ Login with Passkey

Figure 15: W/HIR 4 5 & F |

4.7.4 EEETEIENS (AP)

TEM AR _EBCE ICEE A AL (AP) TRE, (HEGEE NN NIL IR M4tiERE, P
T

1. %3 hostapd #» dnsmasq:
sudo pacman -Syu hostapd dnsmasq
2. BLE hostapd: Z%»## /etc/hostapd/hostapd.conf A, HRAAT R :

interface=wlan®
driver=n1860211
ssid=gh@s7-hotap
hw_mode=g

channel=6

macaddr_acl=0
auth_algs=1
ignore_broadcast_ssid=90
wpa=2
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Wpa_passphrase=skxkkkkkkx
wpa_key_mgmt=WPA-PSK
rsn_pairwise=CCMP

3. BL# dnsmasq: Zm#F /etc/dnsmasq.conf XA, #RA2VATF A&

interface=wlan®
dhcp-range=192.168.20.100,192.168.20.200,255.255.255.0, 24h

4. J& #)3t1% & hostapd #= dnsmasq FF#L B /& :
sudo systemctl start hostapd
sudo systemctl enable hostapd

sudo systemctl start dnsmasq
sudo systemctl enable dnsmasq

5. ﬁzm%m EREAEB W% EFH LI R IHE3E2] SSID ghes7-hotap , #ir A % 45 5 Bp =T
HAERT, EHJG T 7P Web IR 53 ¥ TR

15:54 @ © $4iE57%

@ T 192.168.20.50

*ﬂngﬂ

UDT NEWS

02 | 2025-07

FRIEZHEHT— R AREE R T
6H10BE27H, HERERANARARTH—
Ezﬁﬂiﬁlﬁﬂl??ﬁﬁ%ﬂﬁ 278 EF, ERERR
MBEZRDIWERF. TRALAK. BXK..

L —
Figure 16: &N 23 R T
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4.8 SELRM3K
4.8.1 MikA =R

K DU T E SRIGIEFE N W45 (I T RE :

X7 E

B HME

J2 J1-DHCP PC1 5 PC3 &4 %] B sh 3R B 192.168.10.x 5 192.168.30.x M £
Wbt 354E DHCP #uhbih 5 4R ek,
EIE PC1 1Rk ping 192.168.10.254+ 192.168.20.50+ 192.168.30.x VAR
8.8.8.8, HINM X, N MR% % . ¥ VLAN & | 59 K i#&id ¥
EF
& Fl-Web PC1 77 [¥] http://192.168.20.50, W & & iE. 7 J& 7T # B )k Web IR
N,
Kz A -FTP PC1 £ ] FTP & F 354 192.168.20.50, A 2 K5 % s A
x5,
R - A A2 PC1 LB E W AFE P 3, o BR A 69 L% ik, %

iE SMTP/IMAP E % o

-5 %A

PC1 # %: ping 8.8.8.8, 53 shutdown R1 9} & © 5 & AX48 % +
¥ A B 303732 £ R2, undo shutdown /& 7] # OSPF % 2= 37,

7 3 M -Fth-Trunk

PC1 # % ping 192.168.10.254, %75 S3 5 CORE #9 Eth-Trunk1
TR L 5 P i, IEPEBER A TTRA Ko

& A BT )

f£ FW1 4 % Work Time £ % 778 [ Z 9} )5, PC1 ping 8.8.8.8
AKX AT, PC3 5 Server 43 ¥ JM 8k, Ik BB 8] K w4 5 PC1
W E

A -3% 1 424 /DHCP

£ 53 _LiA# PCL 3% 0 3474 441k DHCP R4 %, B Ak#
NP % BT AR B A 4 5k A B 3R

4 4A-VLAN [5 %

PC1 ping PC3 2 #4 [% #,  PC3 ping Server & T ik, VAJRIE
VLAN 5 ACL %,

4.8.2 MiRER
3 2mR, MERSIEEY EEialT, BN R
M XA B 4E R IR

DHCP # #¢

PC1 5 PC3 ¥ R RIS 2 M B bk, douhk i 54052 R vk B %,

29



http://192.168.20.50

R % TAZRAZ LT 2 B2

MK R B Rk
SEE M PC1 TAEZFFMA, AMIREE. % VLAN 2355 &I M N4

Hohk, HEAREBME RIT

Web 7 4] PC1 T EFATFMENR Web IREFE TR ER @,

FTP 7719 PC1 R # % FIP &5 2 R &4, INMESRIEBEHE
o

WR A AR 4 B P 5H B B 5 7 ALK MR e, SMTP/IMAP AR 4 % 3144
2o

% A2 T A R1 MW o 3B ab i Lment 43, FiJG Ash i E R2, kRE &

T # 4% OSPF %% =7,

Eth-Trunk 7C 4 7 7F Eth-Trunk1 #4474 B PC1 ping L& 6., & &5 AR & 4 2.

ARzl E RS JF TAERFBLIEET PC1 895h M7 1R, PC3 5 Server R IR, R
AT

5% 0 24 5 DHCP B R &5 ikdEN, #3% DHCP k& MM bbb B, 44 %k

A Ko
VLAN [& % PC1 ping PC3 #% [& %, PC3 7 4] Server, [ # F w5 A4 3% 12
¥ EA,

BATTE, MR MECEIRE] P AR, W 7 MrmERtt, Zemiaett. fra i
I, MaRGa T R,

5 LI ELE
5.1 NERGE

AR 1 T2 H bR B — DR A Phampy /N RIR 2, s T M2 IR 755
it RS E, KPR S E, RGN SEOE, TR ERIHMN TR R,
SRR IR DI AR R 28 2 I R R, TR AR T anfafiaid 2R eiERoR (ANBERR SR &
HEBFUR, VLAN, OSPF %) RAE—NER, %2, eI, S /ol fT 7 il
RO, DM T Mg, PERE. Za. BEL VR, IRFTHRMTEE, LImissF i
FoRo BIE, SEHRM T 2 MRS EARRBE K, A5 BFD MR H L E, B
BERETOR (Eth-trunk) F27H W48 S MIBERS AT Sk, HEBBIRH THR0OZHALHTTRY R,
VLAN £RHFXI 53 RIERTTHY 22 2 XASEE 5

SKREIE 2 N ERAVRRIE, FTRIMLE RIS IR IR iaT, AN T RANERE, W
W EHLA ] Web AR5 a8 SN AL IR A RIAR S e, B K e 22 RS A BGIE, HH T IR SR FRRUATL
RE RIS,
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5.2 Rk AR

B REHHRTRME—— DAL/ N, FTEHEZRMNT R EIRE AR RTE
W, TAFRERHMESEE, HR, EREIETIEE] 7 2 MEoRPkb, Blan b milg
HBRE, WMIOIES, XEMTEERAMREN LRI RS, i, LR
BRI R A A, Qi as A RATE R, FLEHIR SEIIMS S, XEAE R 7
B AR R EE IR R AR RE T T

FEMFRIAIERE R, BOUH BB K, 5K EIMS Deepseek HIELE T 5B,
NTAAERAR 48T TRESIVEIY, IERE BEA 73K, 1EIREEDS G o B g 451 i
SECER O, EIEIXREE, BAMERTT 7 H CREOREES], s 1R AR o RSy
fBOHIBEST,

5.3 IMFREE

AR B HEROR, AR, Bk T AR E TR RRIN R ZE D A
SETERK, PRISCIIXERE R, fERCE NSRS, EE] FRZ WM, [EiitEx ML sinalT
P T SEIRAVER R, TR 2R, BRiRamENIARY, S P TEHEE
FEERS BRI, LIRS — P ECEER A TPk, STERER O S L HE B
B, BIE AN OSPF ELE, B K NAT (ECESE 77, FIBF| 7 ~/DHME, ([HhEIH
R T EBRRIKERER,
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