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1. T VPN BIZEAME S S N 37 5

2. HY2 VPN 7ERE BT . FE R U R0 2% o ) S
3. PR VPN WM & 755 TAENLH]

ARSI, HORE 5 ) VPN WA J5 B K HAE ST 2 A [ 8 BT 9 2% SR 1 7 T ) 2
TN RN, SR E R VPN SCBIR AR, 35 D I05E Kl 3R BC B SR, IRAER
VPN SE K 5 R R B8 Hh A SEULER, O 1 L S AR S (X R st SRR it —
A USIE VPN SLAIE 2 12 17 56 (K30 e B 20O, 3 B3 e 0 R R S R ) &R etk A
W, 9 HJE B R IR 2% $h AR S EILIR) 2% 68 124 B Sk it

2 LIRMRIE
2.1 VPN

AL 4% (VPN, Virtual Private Network) &M@ AL (40 Internet) EANLZ
BERENEOR, AT PR 7 AT, BdR M ERm<E N %5, VPN R
BISHNERRIE. SOIAIE. BURINESEFER, REEGREMAZ MR, TR Maias
B AT SRR Y, B LAY VPN 288U E14E IPSec VPN, SSL VPN, PPTP VPN %, | 72T
1o A N v 9/ /NN = 2GR SR8

2.2 VRF
2.2.1 #5R

A ¥ &2 (VRF, Virtual Routing and Forwarding) BARIBIEER—B =2k LalE
ZoK NS AR, SEINBARRAI R AN # 2, VRF |72 AT MPLS VPN, B K555
ZRRE AR, 78 VRE NG, P SLhifA IR AR . B8 ERAES P DOHRE S, (s
HIKME R, %A VPN SLEIN, BRI E R O E T F— MR melE VPN E6lE, 7]
DA RPE R 9P 2% 3, fEHARSS TRE LSS, MmsEElZ P R S, 45
#85 | VRF XFRY VPN 24,

2.2.2 TIERIB

1. QIS AR T OE VPN S2Fl, T O i R 18
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4.3 EeE B ALK
4.3.1 B8 PC FERABELAR AT Vianif BY 1P it

BLE 1P W RRF/R:

BEE 20 1Pt FREED S
Client1 Ethernet 0/0/1 1.1.1.1 255.255.255.0 1.1.1.254
Client2 Ethernet 0/0/1 2.2.2.2 255.255.255.0 2.2.2.254
Client3 Ethernet 0/0/1 3.3.3.3 255.255.255.0 3.3.3.254
Client4 Ethernet 0/0/1 4.4.4.4 255.255.255.0 4.4.4.254
LSW1 Vlan-if 10 1.1.1.254 255.255.255.0 N/A

Vlan-if 20 IR 255.255.255.0 N/A

Vlan-if 100 10.1.12.1 255.255.255.0 N/A

Vlan-if 200 10.1.23.1 255.255.255.0 N/A
AR1 GE 0/0/0 10.1.12.2 255.255.255.0 N/A

Eth 0/0/1 5ol od o A9 255.255.255.0 N/A
AR2 GE 0/0/0 10.1.23.2 255.255.255.0 N/A

Eth 0/0/1 4.4.4.254 255.255.255.0 N/A

Figure 4: IP #ihil- 3
HAABCE BN, HAREEOR, DUN ko gREE -

[LSW1-Y1anif20]lint Y1anif 160

[LSW1-Y1anif108]lip binding vpn-instance vpn_emplovee

Info: All IPv4 related configurations on this interface are removed!

Info: All IPv6 related configurations on this interface are removed!
[LSW1-V1anif100]ip addr 108.1.12.1 2

Sep 3@ 2025 08:59:21 LSW1 DS/4/DATASYNC_CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 56, the chang
e loop count is B, and the maximum number of records is 4895.

[LSH1-Y1anifl108]lip addr 10.1.12.1 255.255.255.0

[LSH1-V1anif106]

Sep 30 2025 08:59:25 LSH1 %%O1IFNET/A/LINK_STATE(1)[81:The line protocol IP on t
he interface Y¥1anif100 has entered the UP state.

Figure 5: IP FiC & 2 IR 19(1)

[ARZ21int ¢0/0/0

[ARZ2-GigabitEthernetB/B/8]lundo portswitch
[AR2-GigabitEthernet®/8/81ip addr 10.1.23.2 255.255.255.0
[ARZ2-GigabitEthernetB/8/01q

[ARZ21int ¢B/8/1

[ARZ2-GigabitEthernetB/8/1]lundo portswitch
[AR2-GigabitEthernet®/8/11ip addr & .4.4.2504 255.255.255.0
[ARZ2-GigabitEthernetB®/8/11q

Figure 6: IP IiC E /0 B/~ H1(2)
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[LSW11int ¢gB/0/2

[LSHW1-GigabitEthernetB/8/21port link-type access

Info: This operation may take a few seconds. Please wait for a moment...done.
[LSW]1-GigabitEthernetB®/0/21port defa

Sep 30 2025 08:38:59 LSW1 DS/4/DATASYNC_CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 34, the chang
e loop count is @, and the maximum number of records is 4095.
[LSW1-GigabitEthernet@/8/21port default vlan 20

[LSW1-GigabitEthernetB/0/21q

Figure 7: IP it & 20 B 151(3)

[AR11int ¢gbB/0/1

[AR1-GigabitEthernetB/0/1]lundo portswitch
[AR1-GigabitEthernet®/0/11ip addr 3.3.3.254 255.255.255.0
[AR1-GigabitEthernetB/0/11q

Figure 8: IP it & 0 SR~ 151(4)

4.3.2 £ LSW1 L#37 VPN Sl
BT EAE LSW1 _EOIEMA VPN S, 7350 THEE Vian 20 A1 Vian 200 YR

[LSW1-V1aniflB@]lint

Sep 30 2025 08:51:01 LSW1 DS/4/DATASYNC _CFGCHANGE:O0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 48, the chang
e loop count is B, and the maximum number of records is &4095.

[LSW1-V1anif1Blint Ylanif 28

[LSW1-V1anif2@]int Ylanif 20

Sep 30 2025 08:51:10 LSW1 %X01IFNET/4/IF_STATE(1)}I[11:Interface Ylanif2@ has turn
ed into UP state.

[LSW1-V1anif2Blint Vlanif

Sep J0 2025 08:51:11 LSW1 DS/4/DATASYNC CFGCHANGE:OID 1.3.6.1.4.1.20811.5.25.191.
3.1 configurations have been changed. The current change number is 41, the chang
e loop count is B, and the maximum number of records is 4095.

[LSH1-Y1anif201int Ylanif 160

[LSW1-V1anif100]

Sep 30 2025 08:51:14 LSW1 %%B1IFNET/A/IF_STATE(1)I2]1:Interface Y1anifl1B8 has tur
ned into UP state.

[LSW1-V]1anif1B@lint Ylanif 200

[LSW1-V1anif200]

Sep 30 2025 08:51:17 LSW1 %%B1IFNET/4/IF_STATE(1)I31:Interface Y1anif208 has tur
ned into UP state.

[LSW1-V1anif2001

Figure 9: ¥ Vlanif 421

[LSH11ip vpn-instance vpn_employee

[LSH]1-vpn-instance-vpn_emploveelroute
Sep 30 2025 08:52:11 LSW1 DS/4/DATASYNC_CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 44, the chang
e loop count is B, and the maximum number of records is 4095.
[LSH1-vpn-instance-vpn_employeelroute-di
[LSH1-vpn-instance-vpn_employeelroute-distinguisher 100:1
[LSH1-vpn-instance-vpn_employee—af-ipvil
Sep 30 2025 08:52:21 LSl DS/&/DHTHSVNC CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 45, the chang
q loop count is @, and the maximum number of records is 4095.

[LSH1-vpn- 1nstance vpn_employee-af-ipvil

Figure 10: @/ VPN 54 vpn_employee ! vpn_admin

[LSH1]lip wvpn-instance vpn_admin
[LSH1-vpn-instance-vpn_adminlroute-dis
[LSH1-vph-instance-vpn_adminlroute-distinguisher 100:2
[LSH1-vpn-instance-vpn_admin-af-1pvh]1_

Figure 11: B 2 VPN 524 (vpn_admin)
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[LSW11lint Vlanif 20

[LSW1-Y1anif28lip bin

[LSH1-V1anif2@1lip binding vp

[LSW1-Y1anif201ip binding vpn-instance vpn_admin

Info: The interface is already associated to the same VPN instance.
[LSW1-Y1anif20lip address 2.2.2.204 255.255.255.0

[LSW1-Y1anif201

Sep 30 2025 08:58:37 LSW1 %%O1IFNET/4/LINK_STATE{1)}[71:The line protocol IP on t
he interface ¥lanif2B has entered the UP state.

Figure 12: {£ Vlan 20 EZF5E VPN SEHBI5F3CE 1P Mk

[LSH1lint Vlanif 208

[LSW1-V1anif2081ip binding vpn-instance vpn_admin

Info: All IPvi related configurations on this interface are removed!

Info: All IPv6 related configurations on this interface are removed!
[LSH1-V1anif200]ip addr 10.1.23.1 2

Sep 30 2025 09:00:12 LSW1 DS/4/DATASYNC_CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 98, the chang
e loop count 1s B, and the maximum number of records is &4095.

[LSH1-V1anif2001ip addr 10.1.23.1 255.255.255.0

[LSH1-V1anif200]

Sep 36 2025 09:00:17 LSW1 %%01IFNET/4/LINK_STATE(1)[9]1:The line protocol IP on t
he interface V1anif200 has entered the UP state.

Figure 13: 7£ Vlan 200 F465E VPN SEF| 3 % & 1P Mok

[LSW1-Y1anif1@lip binding vpn-instance vpn_emplovee

Info: ALl IPv& related configurations on this interTace are removed!

Info: All IPv6 related configurations on this interface are removed!
[LSW1-Y1anif1@]

Sep 30 2025 08:54:01 LSW1 DS/4/DATASYNC _CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 48, the chang
e loop count is @, and the maximum number of records is 4095.

[LSH1-Y1aniflBlip addr 1.1.1.254 255.255.255.0

[LSH1-VY1anif1@]

Sep 30 2025 08:54:27 LSW1 ¥%O1IFNET/&4/LINK_STATE(1)[4]1:The line protocol IP on t
he interface Ylanifl® has entered the UP state.

[LSH1-Y1anifl1B]q

Figure 14: 7£ Vlan 10 EZF5E VPN SE6I5F 5 E 1P Mk

T EAE LSW _FC B F 7R RS A BCEL AR i B AT

Etgﬂ%}ip route-static vpn-instance vpn_employee 3.3.3.0 255.255.255.0 10.1.12.2
Sep 30 2025 £9:01:12 LSW1 DS/4/DATASYNC CFGCHANGE:0ID 1.3.6.1.4.1.2011.5.25.191.
3.1 configurations have been changed. The current change number is 60, the chang

e loop count is @, and the maximum number of records is 4095.
[LSW1]ip route- static vpn-instance vpn_admin &.4. 4.0 255.255.255.8 18.1.23.2

Figure 15: £ LSW1 >~ VPN SZC & 8% i

{Egﬂip route-static 1.1.1.0 255.255.255.0 10.1.12.1

Figure 16: /£ AR1 L E [FIF2%H, AR2 [F]#
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4.4 LERVIS
£ LSW1 _E&F VPN LHIEE, AR ERI:

[LSW11dis ip routing-table vpn-instance vpn_employee
Route Flags: R - relay, D - download to fi

Routing Tables: vpn_emplovee

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop Interface
1.1.1.8/24 Direct 8 0 D 1.1.1.254 Vlanif10
1.1.1.254/32 Direct 8 ] D 127.8.8.1 Vlanifl0
3.3.3.0/24 Static 60 0 RD 160.1.12.2 Vlanif100
10.1.12.0/24 Direct 0 0 D 108.1.12.1 Vlanif100
10.1.12.1/32 Direct 8 () D 127.8.0.1 Vlanif100

[LSW11dis ip routing-table wpn-instance vpn_admin
Route Flags: R - relay, D - download to fib

Routing Tables: vpn_admin

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop Interface
2.2.2.0/24 Direct 0 ) D 2.2.2.254 Vlanif20
2.2.2.204/32 Direct 8 ) D 127.8.08.1 Vlanif20
4.4 4. 0B/26 Static 60 0 RD 10.1.23.2 V1anif200
10.1.23.0/24 Direct 8 ] D 18.1.23.1 Vlanif200
10.1.23.1/32 Direct 0 0 D 127.0.0.1 Vlanif200

[LS¥11_
Figure 17: 15 VPN SZH41(5 5

f£ CLIENT1 I 43 %Il ping CLIENT2, CLIENT3 5 CLIENT4, & Bl CLIENT1 5 CLIENT2,
CLIENT4 JCi%kJ@1E, CLIENTI1 5 CLIENT3 A] DUE(S:

Figure 18: CLIENT1 4} 7] ping VPN 4N E L

10
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1A VPN 265 vpn_employee F1 vpn_admin FYBCEAKY), SEEET CLIENT1 5 CLIENT2 EHIEL
PERE

5 LIRS

ARSI L E VPN S, Sl T AR 46 2 A R EBERRAE, JIUE T VPN SIHITERZE
bR ARV ER], S, TRER T VPN LBIEIE, BROE. MBI EFRIETIE,
RANERMR T VPN SEOITEBHE L A FIRR 2 P R SEERHL, (Rl JEd SL4eR0IE T VPN SKHIlfE 2
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